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Abstract

In recent years, sharing economy has
become a new business model, that is the personal
idle assets leased to others. This emerging model
has brought information security problems. The
sharing economy transaction usually use mobile
payment, while smart devices for mobile
payments often use wireless networks for data
transmission. In such an environment, a malicious
attacker could use special equipment to intercept
confidential information. If a confidential message
has not been specially processed or encrypted, a
malicious attacker will be able to know the
message content. Therefore, this paper designs the
secure transaction protocol for sharing economy.
When the user uses the sharing economy platform
and launches the transaction, the key and random
number will be generated by the service provider
so that the user and the resource provider can share
the key to encrypt confidential information, and
through the random number to verify. A malicious

attacker intercepted the message cannot be used in
the next transaction, so the sharing economy
payment is more security.

Keywords: Sharing economy,
security, mobile payment.
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