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Abstract— People develop science very fast
today and the network communication is
grown very rapidly. The signature of
digitization has extended already to apply on
the network communication and the digital
signature designing scheme of all kinds are
proposed for this thing. Chung et al. proposed
an ID-based digital signature scheme on
elliptic curve cryptosystem in 2007. In 2008,
Yang et al. proposed an article of weakness of
Chung et al.’s scheme. Yang et al. use the
linear Diophantine equation successfully to
avoid touching the elliptic curve discrete
logarithm problem (ECDLP) in Chung et al.’s
scheme. As the result, the Chung’s scheme
becomes insecure. Hence, we propose a new
scheme to delete the weakness and our scheme
is designed by using elliptic curve
cryptosystem (ECC). We use the elliptic curve
discrete logarithm problem for the security of
system in order to prevent the outside attack
such that we can set up a secure digital
signature system.
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1. INTRODUCTION

With  popularization of the network
communication, the signature of digitization has
been used on the network communication. It is
represented the signature scheme of digitization

with Elgamal signature [1], Schnorr signature [2]
and DSA (Digital Signature Algorithm) signature
[3-5]. In 1985, Elgamal proposed a public key
cryptosystem and the signature scheme is based
on discrete logarithms [1]. He operates the
signature scheme with exponential function.
After,  Schnorr  proposed an efficient
identification and signatures for smart cards in
1990 [2]. He also operates his scheme with
exponential function. In 1991, National Institute
of Standard and Technology (NIST) announced
Digital Signature Standard (DSS) [4] in the digit
signature of American to adopt with Digital
Signature Algorithm (DSA) [5]. As the result, the
length of signature text of Elgamal is reduced by
DSA. In other words, they all use the exponential
functional operation in these three signature
scheme [6, 7]. Later, the elliptic curve
cryptosystem (ECC) [8] is applied to digital
signature scheme. Under the same secure
condition, the digital signature scheme of elliptic
curve cryptosystem is fewer bits than that of the
exponential functional operation [9]. This is an
advantage of the digital signature scheme of
elliptic curve cryptosystem. Hence, we also use
the elliptic curve cryptosystem to construct a
digital signature scheme in this text.

In 1987, Koblitz [8] first proposed an elliptic
curve cryptosystem and the cryptosystem is
based on elliptic curve operation. If we take two
points over the elliptic curve to add operation, we
can produce third point in which it exists over the
elliptic curve. A designer can select a point over
the elliptic curve as you wish. The point is called
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as the base point [10]. When anyone knows the
third point over the elliptic curve, he/she wishes
to get its basic point in which is very difficult.
That is said to be elliptic curve discrete logarithm
problem (ECDLP) [11-13].

In 2007, Chung et al. [14] use elliptic curve to
construct a digital signature scheme and the
scheme is designed by elliptic curve discrete
logarithm problem for protection security of
system. In 2008, Yang et al. [15] proposed a
thesis in which they pointed out a weakness of
Chung et al. scheme. An attacker can obtain the
secret code of signer, but he/she needn’t involve
the elliptic curve discrete logarithm problem that
it is described behind chapter. Thus, Chung et
al.’s scheme is broken by attacker. As the result,
the scheme becomes insecure.

We propose a new scheme to delete this
weakness in this text and we use the elliptic curve
discrete logarithm problem for protection security
of system too. We wish that the digital signature
scheme can pass through anyone attack and it
becomes an effective secure digital signature
scheme. In the rest of the paper, the relevant
research is given in the following section. Our
scheme is described in Section 3. Finally, the
conclusion is given in Section 4.

2. RELEVANT RESEARCH

The relevant research is included the brief
introduction of linear Diophantine equation,
Chung et al.’s digital signature scheme and Yang
et al. proposed the weakness of Chung et al.’s
digital signature scheme. They are illustrated as
follows:

2.1. Brief Introduction of Linear

Diophantine Equation

A linear Diophantine equation [16, 17] is
shown as Ix+my=n where I, m and n are
integer. If the | and m have the largest common
divisor a in which it is shown as a=GCD(l, m).
The linear Diophantine equation have a solution
in which it is shown as x'=an/a and
y'=pnla , where « and S need to be
conformed to a’s condition in which a is shown
as a=al+ fm. Then, we can obtain all solution
(x, y) in the linear Diophantine equation and the
solution is shown as x=x"+(m/a)w and

y=Yy' —(I/a)w, where w is an integer.

2.2. Chung Et Al’S Digital
Scheme

Signature

Chung et al.’s digital signature scheme [14 ] is
described as an elliptic curve is assumed as
y?> = x®+ax+b (mod p), where a and b need to
be satisfied the condition of the discriminant
D =4a%+27b% %0 (mod p) . Then, they take

two points B; and B, over elliptic curve to apply
in their scheme. After, we describe the signature
and verification methods of Chung et al.’s digital
signature scheme.

2.2.1. Signature phase

Chung et al.’s digital signature method is
shown as the following steps.
Step 1:the signer chooses arbitrarily two

numbers d; and d, and then he/she
produces a public key Y. The Y is shown
as Y =d,B, +d,B,.

Step 2: the signer chooses arbitrarily two

numbers r; and r, and then he/she
computes a number Q. The Q is shown as

Q=rB +r,B,.
Step 3: the signer computes a number e and e of
the formula is shown as

e=h(m,Q)e[L,2'] , where h is hash
function, t is a integer and m is plain text.
Step 4: the signer computes two numbers s; and s,.

The formula is shown ass, =1, +d,e mod u
and s, =r, +d,e mod u separately,

where u is a big prime number.
Step 5: the signer sends the (s;, s,, e) to verifier.

2.2.2. Verification Phase

When verifier gets the (s;, s,, €), he/she shall
verify by the following steps.
Step 1: verifier computes Z =s,B,+s,B, —eY .
Step 2: verifier gets the result Z after. If the Z
equals Q, the e <can be shown as
e=h(m, 2)=h(m, Q) . Its significance is
indicated the m that is sent by signer.

2.3. Yang Et Al. Proposed the Weakness
of Chung Et AL’S Digital Signature
Scheme.

Yang et al. [15 ] proposed an attacker which
does not contact the elliptic curve discrete
logarithm problem in Chung et al.’s digital
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signature scheme. The attacker also can get the
secret code of signer. This is a weakness of
Chung et al.’s scheme. Hence, their scheme
becomes insecure. We give an example to
explain the weakness.

If an attacker gives s, =17, s,=19, e=13
and u=23 in the s, =r,+d,e mod u and then
the attacker can get s, =13d, +r, =17 . In the
Diophantine equation Ix+my =n, it corresponds
to the =13, m=1, x=d;, y=r, and n=17.
The attacker can obtain the secret code d; and d,
from the following steps in the Diophantine
equation.

Step 1: the attacker computes a=GCD(l, m)=1.

Step 2: the attacker uses Euclidean algorithm

and then the attacker can obtain o =1
and p=-12 froma=al+gm=13a+£=1

[18].
Step 3: the attacker computes x'= en/a =17 and
y'=pnla=-204.

Step 4: the attacker can acquire x =x'+ (m/a)w
=17+w=d,and y=yHl/aw=—204-13w=r,,
where w is the integer.

Step 5: the attacker gets s, =r,+13d,
=3-13w+13(17 +w)=17 (mod 23).

With the same method, the attacker can get

d,=19+w’ (mod 23) and r,=2-19w’' (mod 23),

where W' is a integer. Thus, the attacker can use

the variables w and w' with a try the mistake
method under the number u, and then he/she can
obtain the d;, ry, d, and r, in Chung et al.’s

scheme. Subsequently, the attacker can acquire Q

and Y from equations Q=rB, +r,B, and

Y =d;B, +d,B,. In other words, the attacker can
get the e from e =h(m, Q). In the attack, we do

not see that the attacker involves the elliptic
curve discrete logarithm problem in order to get
d;, r;, d; and r,. So, Chung et al.’s scheme
becomes insecure.

3. OUR SCHEME

Because Yang et al. proposed the weakness of
Chung et al.’s scheme, we propose a new digital
signature scheme to delete this weakness. There

are the signers A and the verifier B in the scheme.

After A signs plain text m, the signer sends it to
B. When B receives with the signed plain text m,
B needs verify the plain text m whether the m is

signed by A. Next, we explain the methods of the
signature and verification in our scheme.

3.1. Signature Phase

The method of signature in our scheme is
shown as the following steps.
Step 1: A selects a secret key y and a public key

k in which y and k need to be satisfied the
condition of l<y<p and O<k<q ,
where p and q are different large prime
number.

Step2: we choose an  elliptic  curve
y? = x*+ax+b (mod p) for application

in our scheme [19], where a and b are
satisfied the condition of the discriminant

D =4a%+27b* %0 (mod p) [20]. Then,

we select randomly a point ¢ over elliptic
curve as base point.
Step 3: we make an elliptic curve addition

operation [21] with y and ¢ and we get a
number t. The operation formula is
shown as yc=t mod p and then the t is

made public.
Step 4: signer A operates hash function h to t

and m, and we obtain a number e. The
operation formula is shown as e =h(t,m).
Step 5: A computes a number s with y and k™.
The operation formula is shown as
s=yk™ mod p, where k™ is k inverse
element that is k'k =1 mod q in which

q is a large prime number.
Step 6: A sends (e, s) to B.

3.2. Verification Phase

After B receives A signature (g, s), B needs to
make work of verification. The work is in order
to verify that the plain text m is signed by signer
A. The verification method is shown as follows:
Step 1: B first computes a number t' . The

operation formula is shown as
t"=ksc mod p.

Step 2: when A sent (e, s) to B, B can compute
t'=ksc=kk'yc=yc=t mod p , where
both k and c are public, (i.e. t'=t). In
other words, B acquires e=h(t’, m)
=h(t, m). The significant of e =h(t, m)
is indicated that the plain text m is signed
by signer A.
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An attacker only can get a pseudo number s'
because he/she is not a verifier. The attacker will
not acquire t'=t from the t'=kscmod p . In

other words, the attacker is unable to get true e
which is sent by A. Hence, the design of our
scheme is proved to be secure from the
discussion.

4. CONCLUSIONS

The text first explains the course of the
signature and verification of Chung et al.’s digital
signature scheme. Then, we also illustrate that
Yang et al. proposed the weakness of Chung et
al.’s digital signature scheme. Because the
weakness is possibly to be happened in Chung et
al.”s scheme, it will become insecure. Hence, we
propose a new digital signature scheme with
elliptic curve cryptosystem. We illustrate the
method of the signature and verification in our
scheme. We also discuss the reason of security in
our scheme that an attacker is not successful to
attack the scheme because it is based on the
protection of the elliptic curve discrete logarithm
problem. Hence, we propose a digital signature
scheme of security and practicability.
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