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Abstract
With the emergence of information

technology and the advent of the computer
age, the use of computers, as well as the issue
of Internet crime, including fraud, is one of
the most significant challenges that the law
enforcement agencies have ever faced; the
difficulties in detecting some criminal
behavior, significant under-reporting
(particularly by big business) and the lack of
any meaningful statistics on the nature and
incidence of electronic crime leads to the
urgent need for the computer forensic tools to
collect effective digital evidence; At present
time, forensic divisions often use the Linux
Live CD forensic integrated tools to handle
the cases where they are unable to boot up

the computer to gather forensic evidences;
however, current computer operating system
is mostly Window XP; thus, this paper will
use XP Live CD integrated computer forensic
tools to study computer forensic procedures;
The process will build an experimental
environment, then use computer crime cases
to collect relevant evidences, perform
research, analysis, validation, and explore
solutions. Usually a single forensic tool
presents insufficient evidence, but when
more forensic tools are used, the relevant
crux can obtained during in the processes and
presented in the forensic final report; |
believe it will allow officers, who are
investigating digital crimes/frauds, capture
more complete evidences, and thus improve
the chance at the court.

Keywords: Computer forensics, Digital evidence,
Live CD.
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