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Abstract

In 2003 Wu and Tsai proposed a
steganographic method for images by
pixel-value differencing. Experiments results
show that their method not only possesses high
imperceptibility but also is capable of resisting
the RS stegoanalysis suggested by Fridrish et al
in 2001.
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Owing to the fact that in addition to high
imperceptibility and undetectability, a pratical
image steganography also requires as high
embedding capacity as possible. In this paper,
we propose an improved embedding scheme by
taking advantage of Wu and Tsai’s method.

A series of experiments show that our
scheme, as well as Wu and Tsai’s scheme,
possesses high imperceptibility and is capable of
resisting the RS stegoanalysis. Finally,
experiment results also show that our approach
is able to embed more data than Wu and Tsai's
method. Therefore, our method is fairly suitable
for practical application of steganography.

Keywords: Steganography - Stegoanalysis,
RS Steganalysis ~ Spatial LSB embedding -
Block smoothness.
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(e) Barbara
W 5.145# 82 1§ 512x512 % F¢(a) Lena (b) Airplane (c) Peppers (d) Baboon (e)Barbara $ %

L 51HERGAN? RS2 @ (UALTALEREAR)

FED G Lena Jet Pepper | Baboon | Barbara | Average
bte 2.35% | 2.26% | 0.18% | 0.32% | 1.59% | 1.34%
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£ 52LSB4tri ~Wug Tsai chifi » i ~ MZ A Pengir 2enb A @2 5 £

- - p Loy gk
E LSB &= Wa 5 Tsai 7= Block size:1x3 Block size:3%3
Lena 262,144 185,910 251,548 337,408
Jet 262,144 187,128 233,322 333,132
Pepper 262,144 192,870 236,615 331,993
Baboon 262,144 308,620 337,669 500,674
Babara 262,144 241,281 315,793 440,196

4 5.3(a) Lena # 1

Lo T A e
FAER LSB Wu s T8al 2 b ek sizer1x3) | (Block size:3x3)
| RMSE | PSNR | RMSE | PSNR | RMSE | PSNR | RMSE | PSNR
0% : 3 ] ] ] ]
5% 0.1588 | 64.1155 | 02213 | 61.2322 | 0.3974 | 56.1468 | 0.4048 | 55.9864
10% 02239 | 61.1299 | 0.3218 | 57.9804 | 0.562 | 53.1256 | 0.6049 | 52.4969
15% 02736 | 59.3877 | 0.3949 | 56.2019 | 0.6986 | 51.2459 | 0.7075 | 51.1364
20% 03164 | 58.1257 | 0.4572 | 54.9284 | 0.8033 | 50.0329 | 0.8473 | 49.5700
25% 03537 | 57.1573 | 0.5151 | 53.8935 | 0.8925 | 49.1187 | 0.9380 | 48.6870
30% 03864 | 56.3911 | 0.5693 | 53.0246 | 0.9761 | 48.3410 | 1.0001 | 48.1302
35% 04192 | 55.6816 | 0.6123 | 52.3916 | 1.0593 | 47.6304 | 1.0965 | 47.3308
40% 0.4466 | 55.1322 | 0.6493 | 51.8825 | 1.1413 | 46.9826 | 1.1711 | 46.7589
45% 04733 | 54.6282 | 0.6922 | 51.3266 | 1.2023 | 46.5306 | 1.2398 | 46.2638
50% 04995 | 54.1604 | 0.7342 | 50.8140 | 1.2574 | 46.1416 | 1.3384 | 45.5991
55% 0.5242 | 53.7414 | 0.7682 | 50.4210 | 1.3186 | 45.7289 | 1.3801 | 45.3328
60% 0.5470 | 53.3704 | 0.8033 | 50.0332 | 1.3863 | 45.2934 | 1.4853 | 44.6945
65% 0.5706 | 53.0043 | 0.8385 | 49.6605 | 1.4548 | 44.8747 | 1.5192 | 44.4984
70% 0.5904 | 52.7086 | 0.8661 | 49.3798 | 1.4981 | 44.6200 | 1.5631 | 44.2509
(74.9%) 0.9006 | 49.0404
75% 0.6119 | 52.3969 1.5381 | 44.3910 | 1.6265 | 43.9055
80% 0.6324 | 52.1108 1.5968 | 44.0657 | 1.6662 | 43.6961
85% 0.6522 | 51.8466 1.6475 | 43.7943 | 1.7346 | 43.3467
90% 0.6698 | 51.6114 1.7003 | 43.5200 | 1.7890 | 43.0786
95% 0.6896 | 51.3593 1.7389 | 43.3252 | 1.8110 | 42.9724
95.96% 1.7588 | 43.2265
100% 0.7061 | 51.1538 1.8724 | 42.6826
110% 1.9761 | 422145
120% 2.0507 | 41.8928
128.7% 2.1317 | 41.5563
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# 5.3(b) Baboon ik

L ox 2p 4 . , .. L e 2 e JE
TESE LSB i* Wu £ Tsai i ’

iA N i{ B Y sl (Block size:1x3) | (Block size:3x3)
P RMSE | PSNR RMSE | PSNR RMSE | PSNR RMSE | PSNR
0% - -

5% 0.1579 | 64.1644 | 0.2900 | 58.8833 | 0.5090 | 53.9967 | 0.6311 | 52.1294
10% 0.2240 | 61.1266 | 0.4140 | 55.7913 1 0.7297 | 50.8675 | 0.9132 | 48.9195
15% 0.2737 | 59.3852 | 0.5119 | 53.9471 ] 0.8631 | 49.4091 | 1.0817 | 47.4489
20% 0.3164 | 58.1274 | 0.6044 | 52.5044 ]| 1.0057 | 48.0814 | 1.2773 | 46.0052
25% 0.3520 | 57.1998 | 0.6686 | 51.6273 | 1.1295 | 47.0734 | 1.3996 | 45.2109
30% 0.3873 | 56.3708 | 0.7288 | 50.8790 | 1.2304 | 46.3301 | 1.5300 | 44.4370
35% 0.4191 | 55.6843 | 0.7736 | 50.3602 | 1.3424 | 45.5731 | 1.6804 | 43.6223
40% 0.4474 | 55.1161 | 0.8393 | 49.6522 | 1.4282 | 45.0351 | 1.8094 | 42.9799
45% 0.4752 | 54.5938 | 0.8915 | 49.1284 | 1.5163 | 44.5151 | 1.9184 | 42.4720
50% 0.5001 | 54.1499 | 0.9351 | 48.7139 | 1.6066 | 44.0125 | 1.9952 | 42.1310
55% 0.5247 | 53.7332 1 0.9793 | 48.3127 | 1.6797 | 43.6262 | 2.0759 | 41.7866
60% 0.5471 | 53.3693 | 1.0231 | 47.9324 | 1.7545 | 43.2480 | 2.1775 | 41.3716
65% 0.5706 | 53.0043 | 1.0653 | 47.5811 | 1.8363 | 42.8520 | 2.2782 | 40.9788
70% 0.5908 | 52.7022 | 1.1077 | 47.2421 | 1.8888 | 42.6070 | 2.3767 | 40.6114
75% 0.6137 | 52.3716 | 1.1380 | 47.0079 | 1.9554 | 42.3059 | 2.4690 [ 40.2803
80% 0.6325 | 52.1097 | 1.1892 | 46.6258 | 2.0214 | 42.0176 | 2.5642 | 39.9518
85% 0.6521 | 51.8452 | 1.2248 | 46.3697 | 2.0798 | 41.7704 | 2.6030 | 39.8214
90% 0.6699 | 51.6102 | 1.2506 | 46.1886 | 2.1515 | 41.4758 | 2.6517 | 39.6603
95% 0.6899 | 51.3557 | 45.9061 | 45.9061 | 2.2108 | 41.2400 | 2.7572 | 39.3216
100% 0.7062 | 51.1524 | 1.3172 | 45.7381 | 2.2737 | 40.9963 | 2.8192 | 39.1283
102.9% 1.3372 | 45.6069

103% 1.3372 | 45.6069

110% 2.3748 | 40.6183

120% 2.4812 | 40.2328 | 3.1159 | 38.2593
128.8% 2.5810 | 39.8952

140% 3.3575 | 37.6104
160% 3.5815 [ 37.0496
180% 3.8199 | 36.4898
191% 3.8679 | 36.3812

Cwr schemaiLena,size1*T) Cwr schemaiLena,sized*T)
T T T

2

8
8

B
B

T
'.
!

Relatyve number of B and S groups (%)
Relatyve number of B and S groups (%)

0 0 -
0 10 a0 a0 A0 Al 1) 0 B0 =0 100 0 o 40 B0 1) 100 1210 140
Meszage Lengh() IMAX05 26 Meszage Lengh() A28, 7%
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Our scheme(Baboon size1*3) Qur scheme(Baboaon, size3*3)
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o T L TR [[1] S, -
1} a
1} 20 40 60 80 100 120 140 o 20 40 B0 80 100 120 140 180 180 200
Message Length{%) A1 28.5%)] Message Length(%) MAX 191%]

(c)45 3 B° 1 : Baboon » % H. < 8% ! 1x3 (d)+5E 22 f : Baboon > ¥ B~ 85-] 1 3x3
W 5.2 ﬂfraﬁvqg»;‘éﬁ—:RS il

#54@)RSHEPBPIZHARH/ B2 P rRLFAEARDBF EEHER L Lena)

sk )\";:‘q(‘ E}_ RS '/F"\:;‘L'/_JE-_
FAER LSB 2 Wu £ Tsai ;= E i S IPES e
(Block size:1x3) | (Block size:3x3)
0% 2.35% 2.35% 2.35% 2.35%
5% 4.09% 1.79% 0.63% 1.24%
10% 11.80% 2.82% 1.67% 3.04%
15% 13.65% 3.81% 1.59% 2.52%
20% 18.75% 1.16% 1.76% 2.50%
25% 23.11% 3.21% 0.15% 1.61%
30% 27.63% 2.68% 0.57% 1.88%
35% 36.22% 1.27% 1.65% 1.31%
40% 38.25% 2.19% 1.35% 1.43%
45% 45.81% 1.44% 0.85% 0.77%
50% 50.85% 1.24% 0.15% 1.11%
55% 54.30% 0.13% 1.67% 1.47%
60% 57.97% 1.23% 1.52% 0.28%
65% 61.55% 0.29% 0.36% 0.87%
70% 67.32% 1.18% 0.38% 0.97%
75% 71.45% 0.35% 0.99% 0.39%
80% 77.35% 3.61% 1.21%
85% 79.88% 1.91% 2.28%
90% 86.82% 0.26% 0.60%
95% 92.92% 0.42% 0.028%
100% 89.60% 1.65% 2.30%
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# 540)RS FRIZH A FH» 22 $r A LF AR R PR EE ER (k- Baboon)

ot . R —

FALR LSB iz Wu & Tsai j# A e A
(Block size:1x3) | (Block size:3x3)

0% 0.32% 0.32% 0.32% 0.32%

5% 2.75% 0.54% 1.49% 1.05%

10% 10.70% 0.91% 1.02% 1.16%

15% 14.34% 3.50% 1.23% 0.55%

20% 19.96% 3.41% 0.15% 1.00%

25% 26.85% 0.30% 0.31% 0.79%

30% 29.59% 2.12% 2.83% 3.55%

35% 36.33% 3.90% 3.50% 1.83%

40% 42.87% 3.11% 3.07% 0.49%

45% 47.67% 2.64% 0.14% 1.33%

50% 51.80% 2.79% 1.31% 1.01%

55% 57.77% 1.02% 0.65% 1.51%

60% 59.43% 4.97% 3.19% 0.68%

65% 69.72% 2.47% 2.06% 1.11%

70% 73.90% 1.73% 0.05% 0.39%

75% 73.87% 2.49% 0.58% 1.56%

80% 75.57% 3.95% 2.31% 2.43%

85% 86.83% 2.33% 1.90% 0.74%

90% 91.73% 0.66% 1.91% 0.26%

95% 91.06% 0.59% 2.62% 0.61%

100% 103.6% 1.18% 0.16% 0.68%
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