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Abstract

Keyword index is a data structure that
allows us to search in constant time for
documents containing specified keywords.
Unfortunately, standard index constructions
are not designed for encrypted documents,
because they may leak some information
about the document. In this paper, we
propose an index structure called PRP-Index
which is designed for encrypted documents.
Even if these encrypted documents and their
indexes are stored on an untrusted server,
there will no secure problems. And
PRP-Index can achieve certain search and
support key phrase search. Another
advantage is that the index structure and the
document’s  encryption techniques are
independent. User can choose any encryption
technique they want to use for their different
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kind of requirements.

Keywords: Index, Hash Function, Pseudorandom
Permutation, Pseudorandom Function, Encrypted
Keyword Search.
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