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Abstract

Social networking services become very
popular these days. When users participate in
social networking sites, their profiles, photos, and
friend relations may be disclosed to the Internet.
By obtaining the friend relation and disclosed
information from online social network, it is

This work was supported in part by Taiwan Information
Security Center (TWISC), National Science Council under the
grants NSC 96-2219-E-001-001, and NSC 96-2219-E-011-
008. It was also supported in part by Taiwan E-Learning &
Digital Archives Program (TELDAP), National Science Council
under the grants NSC 96-3113-H-001-010, and NSC 96-
3113-H-001-012.

! http://www.wretch.cc

74

2 BBk

mEE (msp)
LR £3
ktchen@us.smlca.edu.tw

possible to infer non-disclosed attribute of other
users such as age, education, even real name.
Users in social networking services can hardly
notice whether their information is exposed
somewhere on the Internet. For protecting the
privacy of users in online social network, it is
important to understand the extent of information
disclosure in social networking services.

This paper measures and analyzes the risk of
involuntary name leakage, which users' real name
may be disclosed by their friends in social
networking services. We examine data gathered
from Wretch, a social networking service
provided by Yahoo! Inc. In order to quantify the
extent of involuntary name leakage, we proposed
and applied a set of methods to infer users' real
name. Our results show that in the data set, 30%
users' real name and 72% users' first name can be
inferred.

Keywords: Measurement, Online Social
Network, Online Privacy, Information Leakage.
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