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Abstract

Network has been the one of useful
technology in the modern world. IP (IP
Address) is the only media in the network
form TCP/IP Protocol. Nowadays, ISP use
Dynamic Host Configuration Protocol for
deliver IPv4’s IP address. In another word,
every user may be able to use the same IP
address at the different time. Therefore any
one can keep their identity hidden. However,
this way can grow more and more attack
behavior by using dynamic to deliver their IP
address. The attack such as worm, virus and
DDoS (Distributed Denial of Service) are
familiar in the network. Even though, a log
of way can defense the attack behavior, but
has less way can find the attack source and
block it. Also, IP address isn’t a good clue to
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identify the attack source. This research
wants to bring up a integration way that can
identify the source, compared to the old way
that only defense the attacker. This research
use IP Traceback tools, include Link Tasking,
ICMP...ect, to build a system, not only
identify the attacker by IP address but also to
collect more clue for fund the location of
attacker.

Keywords: Actively Defense, IP Traceback,
Indentify User, Network Attack, Integration
Defense System.
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2.592 ms 3.361 ms

3 milOi-wan (210.71.22.126) 2.731 ms
3.091 ms 2.485 ms

4 140.127.160.237 (140.127.160.237)
3482 ms 1.308 ms 1.456 ms

5 kock ok

6 R122-225.seed.net.tw (192.72.122.225)
13.109 ms 9.782ms 9.727 ms

7 R58-153.seed.net.tw (139.175.58.153)
9.725ms 9.593 ms 9.722 ms

8 R59-19.seed.net.tw  (139.175.59.19)
9982 ms 9.578 ms 9.731 ms

9 LASW-tpemail.seed.net.tw (192.72.80.4)
9730 ms 12.668 ms 12.601 ms

B 11. Link Testing Traceback
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