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Abstract

Recently, with the reduction of cost and
establishment of standards, the RFID (Radio
Frequency Identification) technology has been
widely applied to many domains, and has
gradually substituted for the bar code, leading
possibly to a second IT revolution.

The widespread deployment of RFID tags
threatens individual’s and organization's privacy
and security. In recent years many researchers

have proposed various solutions; among them,
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one-way hash-chain function can provide better
forward security.

In 2006, Lee et al.
hash-chain function to protect information
of RFID,

authentication with confidentiality and forward

used one-way

transmission achieved mutual
security, and avoided service breakdown due to
information interception and asynchronousness
between tags and the back-end server. However,
since Lee et al.’s protocol does not provide
authentication of the readers, illegal readers may
read tag information and obtain the
corresponding records in the back-end server;
furthermore, the back-end server is unable to
guarantee information integrity, creating the
problem of counterfeit tags .In this paper, we
analyze the above problems, and propose a

correction protocol to avoid these problems.
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