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Abstract

The design of an escrow will system means
to pre-build a living will, and escrow the will to
the court via Internet. Of course, a prefect escrow
will system should consider security issues. The
proposed Internet will system conforms to the law
specification and with privacy. Besides, it
achieves the security requirements of the escrow
will. The proposed scheme combines the
convenience of Internet and cryptology
technologies to solve the security problems of the
Internet will system. It not only reduces the cost
and improves the performance, but also prevents
the brothers fighting each other.
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1. Introduction

An escrow will [18] refers to the method by which
the applicant establishes a living will to list things to
tell friends and relatives after one’s death and to plan
the assets. The details are listed in the will, which is
given to an authority in trust. The purpose of the
applicant in establishing the trust will is so that after
death, estate can be managed by a just authority in trust,
to ensure that the estate can be used according to plans
by the applicant while in life, so that those authorized
by the will can receive the entrusted assets.

Since ancient times, before Chinese emperors die,
they always establish testaments [19] that state which
crown prince is to become emperor, and then the
testaments are given to trusted ministers or eunuchs
who have served for long periods of time. However, it
is inevitable that the testaments are changed by these
people, creating problems that result in severe in-
fighting in the court. There are many problems, such as
the escrow problem of the testament, making it
impossible to ensure that the testament is private and
unforgeable. In recent years, there are often news
stories about brothers fighting each other because they
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want the estate. All these issues show that the privacy

and security of a will are extremely important. Thus,

the issue of establishing paper trust wills has been

proposed. Naturally, a legal basis should be used to

resolve the problems mentioned, but existing paper

wills still have the following problems:

® Without intervention by just institutions, it is
difficult to maintain security of the will.

® Because the will becomes valid in the presence of
lawyers and witnesses, there is high cost and low
efficiency.

® Content cannot be readily changed, execution is
inconvenient.

® Disclosure of the will plaintext creates privacy
problems.

® Planning for the deceased is complex, and it is
difficult to be fully executed.

Due to these disadvantages of paper wills, we use
mechanisms in cryptography [2,3,10] to propose a
private online will system to overcome the various
problems of paper wills. In recent years, Chien et al. [6]
proposed a protocol using bilinear pairing to solve
some problems of paper wills. We propose yet another
security mechanism based on discrete logarithm
problem [4,5,7,12] ,which is a private online trust will
system, and incorporates the court to fulfill the
functions of transmission and escrow. Even though
there are some applications such as Trusted Third Party
(TTP) [1,11], it is hard for them to exist in the current
society because there are still dangers of internal
hacking. Even with participation of the court, it can
still prevent the court’s attack strategy. Thus we set the
court as the department that holds the will to make it
more secure and solve more of the disadvantages of
paper wills, such as difficulty of secure management,
lack of privacy, and cost problems. Thus we think that
a good online trust will system should fulfill the
following requirements:

M Security: guarantee the reliability of security for the
trust will in the entire process:

(1) Completeness [13]: guarantees that during the
process of transmission, the whole will would not
be maliciously changed.
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(2) Verifiability [9]: accuracy of the data must be
verifiable through the process of transmission.

(3) Unforgeability [14]: authenticity of the will
cannot be forged.

(4) Non-repudiation [16]: evidence that has been
signed cannot be repudiated.

(5) Privacy [17]: uses cryptography; even the third
party transferring unit cannot know the will’s
contents.

(6) Prevents attack patterns: loss of certificate of
death attacks, internal hacking, impersonate
attacks, man-in-the-middle attacks.

B Practicality: easy to modify and save.

B Problems in costs and efficiency: fewer lawyers and
witnesses, which lowers costs, complexity of time,
and storage space.

Our protocol not only satisfies the above
requirements, but also added some models that prevent
some attacks to nmake our structure more
comprehensive, secure, so the applicant can entrust the
will without concern.

Other sections of this paper are described as
follows: in the second section we will introduce the
online will system we propose; in the third section we
will analyze and discuss security of the online trust
will system; finally, in the fourth section we make a
conclusion.

2. The proposed protocol
2.1. Our ideas

In our structure, the applicant can use the online
trust will protocol to inform relatives and friends of
what he wishes to be done after his death, and
reasonably distributes his estate. First, the applicant
must register to the court, then transmit related
parameter information to family members, then the
applicant uses a security mechanism based on discrete
logarithm problem to encrypt the will so it becomes
private, then it would be given to a trusted authority
(such as the court), which would then save and
transmit contents of the will for the applicant, so that
each family member can use the parameter set by the
applicant to open the portion of the will plaintext that
they have been designated to see. Each phase involves
non-repudiation, which enhances the practicality of
this protocol in real life.

Figure 1 is the designed escrow will conceptual
diagram we have designed. The designated family
members can see their correspondingly designated will

plaintext M but they are unable to view the

willi >

unauthorized portions of the will; not even the court
can view will plaintext M,;,;; - The whole will has the

court’s signature, so that the will is legally binding,
and the will header Header,;, can be seen by each

family member.

- Headery; |

M | P | M

The will header messages

The protected the will content

D, 1D,

the Will are arranged
The signature of the court

Figure 1. The conceptual diagram of the
designed escrow will

2.2. System framework

The structure of our scheme is illustrated in Figure
2. In our scheme, there are four parties are described as
follows:

Court(C) Folks(F)
s 11

g

s

Applicant(A) Hospital(H)

Figure 2. The structure of our scheme

B Applicant (A): A person who makes a living will.

B Court (C): The court which accepts the applicant’s
registrations for an escrow will.

B Folks (F): Those who have the right to know the
contents of the will, such as family members of the
Applicant.

B Hospital (H): The hospital which issues the
certificate of death.

1.The applicant (A) registers with the court and
submits the application.

2. The court (C) determines whether it agrees with the
application.

3. The court returns the application agreement
signature value.

4. The applicant separately gives related parameters
to all family members (F) who have a right to get
the will, providing information that decrypts the
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encrypted will plaintext.

5. Family members return a self-selected parameter to
the applicant.

6. The applicant uses the mechanism based on discrete
logarithm problem to make a will, then encrypts
the will plaintext, and gives it to the court for proof
of signature, which completes the escrow will
procedure.

7. After the applicant dies, family members use
information relating to the applicant such as the
identification number and birth date of the
deceased to apply for a certificate of death with the
hospital (H).

8. After verification by the hospital, the certificate of
death is signed and given to family members.

9. Family members submit the certificate along with
one’s own identification number to apply for an
encrypted will to which the court has applied its
signature.

10. After the court has verified the certificate of death
and family members’ identification numbers, the
encrypted will is returned to family members.

11. The family members can use the related
parameters given when the applicant was still alive
to decrypt the encrypted will.

2.3. Notations
The following notations are used to explain how
our scheme is constructed.

Ex():

use X’s public key to encrypt the message.

D, ( ): useX’s secret key to decrypt message.

S,(): useX’ssecret key to sign message.

V,( ): useX’spublic key to verify message.

(Py,0y): a pair of prime number.

N,: a large number, where N, = p, -q,.

¢(N,) :the Euler totient function, where
$(N,)=(px —D-(ax =1

e,: the X’s public key.

d X the X’s secret key, where

g.d,=1 (mod ¢ (N,)).
II: the concatenate operation.
My © the applicant made the will plaintext for the

i™ family member.
Header,;, : the header information of the will.

IDFi .
ID,: the identity code of the applicant.

the identity code of the i family member.

IDjit : the family member code list, where
IDjg = (IDg,]| 1Dgeeus] 1Dy

Bir,: the applicant’s birthday.

Minfo: the applicant and the it family member’s
personal information, where
Minto= (1D || Bir,| 1Dg)-

Xi,Yi: one pair parameter which is selected by
the i™ family member and applicant
respectively.

My, Mg : the i" encrypted will plaintext which is
made by the applicant.

M win the encrypted will, where
Mwiu:(Heade\K/ilH (mma”hj‘ My, M) -5

1T Me)| 1059
Certyeyp :  the death certificate to conform X.509

format [20].
one way hash function.

h():

2.4. Initialization phase

First, an applicant selects a set of random
values Yy , Y5 ,..., Y, for n family members, and then

selects g ez, “and gez, ", where N, =p,q, -
Family member also chooses a secret parameter X;
such thatx, eZy, " Let ged (a, B) =1, ay; + fx; =1.

We involve the RSA cryptography in this protocol.
Users choose two prime numbers P, and (, . And

then compute Nx = Py -0y ’¢(Nx)=(px_l)'(qx_1)'
(e,,d,) such that
e,-d, =Imod¢@(N,) , where €, is public key;

Find one set wvalue

d « 1s private key. The (e, ,N,) is published.
Afterward, the users encrypt the will plaintext m into C,

C =m*modN «- The receiver can use a secret key

d

CdeOdezmedemodezm . In our

X to decrypt C and get m,
protocol, N¢ is calculated by court; N , is calculated

by applicant and N is calculated by the i" family
members. LetN, < Ng; <N, fori=1ton.
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2.5. Registration phase

The applicant makes a living will to the court for
registration, and the court verifies the information
according to needs of the applicant, and signs the
signature value of approval, and then saves
information relating to the applicant in the court’s
database. After receiving the signature value of the
court’s approval, the applicant verifies accuracy of the
court’s signature value. The primary procedures at the
registration phase are shown in Figure 3 below.

/ Applicant(A) Court(C) \
=]

o8 o
L., =(ID,| Bir| Sex,| IDn| IDpy,....|| IDg)
Sy =54, )
O 55) 2 7,56,) 2
AR SGe B = Seleng)

\ Store (mm SiNE SGC)/

Figure 3. The scenarios of registration phase

Stepl: The applicant creates the application request
information m_, using his own identification

number 1D, birth date Bir, , sex Sex, , and the
family members |IDg,, IDg,.,..., IDg, to whom

the applicant desires to give the will.

M., =(1D,] Bir| Sex| 1D, ID.,.,....| 1D-)

Then he uses his own private key to sign the
application materials, which is sent along with

the application request mreq to the court, and

registers with the court.
Sc-:'req = SA(mreq)

Step2: Once the applicant’s application request and
signature value have been received, the court
uses the applicant’s public key to verify
accuracy of the application and signature value.

VA(SGreq) Z mreq

If the court agrees with the applicant’s
application, the court uses its own private key
to make a signature to the application.

SG, = Sc(m

req )

And saves the applicant’s information and the
approval signature value (M, ,ID,,SG;) in the

court’s database and transmits SG. to the
applicant.

Step3: After the applicant receives the court’s approval
signature value, he uses the court’s public key
to verify the accuracy.

VC(SGC) 2 mreq

2.6. The will to deliver and store phase

The applicant uses the self-selected parameters and
transmit them to all related family members who have
a right to the will, and the family members return a
self-selected parameter, then the applicant uses the
self-selected parameter and parameters returned by
family members to calculate the ciphertext of the will
that can be received by each family members, which is
then sent to the court for proof of signature. The
procedures for the transmission and signature stage of
the will are shown in Figure 4.

Step 1: The applicant uses the self-selected parameters

a and B, and selected Y,,Y,,..., Y, for n
family members, the designated code for the
court ID: and will header Header,;, are
encrypted with the public key of family
members, getting the followingC ;.

C
C

= EF](Header will ’IDC7IDA’yI5a’ﬂ)
= EFZ(Header will ’IDC ’IDA’yZ ’a’ﬁ)

sec |

sec 2

= EFn(Header will > IDC H IDAsyn savﬂ)

sec N

And then sendsC__,,C

related family member.

C__, to every

secl 2 sec22°**? ~secn

Step2: When each family member receives his own
document, he can use his own private key for
decryption, which would wuse related

parameters Y; , &, to decrypt the will
ciphertext.
(Headerwill H IDC H IDA’ yl ’a’ﬂ) = DF](Csecl)
(Headerwill > IDC > IDA’ y2 ’a’ﬂ) = DFZ(Csecz)

(Headef;,‘,,” ) IDC ) IDA; yn 7a5ﬂ) = DFn(Csecn)
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/ Court (C) Applicant (A)
’%‘i -".a

VM
1. C.a= &, (Header , 1D ID 0 .« 8)

w AL ED vy L&

JED L ID vy e, B

C.n) Cea

ey = &y (Header
e = &, (Header |,
(Csec & 7 Csec 2 Sl

Folks (F)

it

\

2. (Header,, . iDq, ID, o, e, &) = D (T )

4. FL(SGL) T i
FolF ) T My

Use (i .my) make signature

ScF
= g mod M, 72y - 55

3. D) = (FDp.x,)
Py = Pl mod N, o
B = i mod N,

Moy = (Headeryy|| (oen o) (o #2020

..... I o2 2203 | 2520
S = 54 (M )

(Headeryy  fD. 1D, v, a, S = Dp (O 00
e i

(Header  ID 1D, v, ., 8) = D (CT,..0

—— e BT ey

S
SGg =mg" mod N
Store (5G,, ,5G,, .M, 5G.,)

_

Figure 4. The scenarios of the will to deliver and store phase

Secondly, each family member would select a
random number X; , encrypted with the
applicant’s public key along with one’s own
identification code IDFi

Crani = EA(IDgi %)

rani

thenC . is returned to the applicant.

rani

Step3: Once the applicant has received the encrypted
data, decryption with his/her own private key to

get the results IDFi and X; .

DA(Crani) = (IDFi > Xi)

Then the applicant uses the self-selected

parameter Y;  and family member

parameter X; to calculate:

Y“mod N,

“mod N

My =M
Mg =M

i PHwilli

willi

} fori=lton

The applicant makes full text of will.
M., = (Header,,| (m,.m. )| (m,,.m.,)

9"-5" (mAn ’an) IDIis:)
where 1D = (IDg,| 1D, || 1Dgy) -
for i=1 to n.

Then the applicant uses his own private key to
sign the full will text M

will
SGyin = Sa(M i)
Then sends (m,,,SG.,M;,,SG,,) to the court.

Step4: The court uses its own public key to verify
whether the applicant has registered.

VC (SGC) 2 mreq

And uses the applicant public key to verify
accuracy of the will.

V A(SGyin) Z M i
Step5: Then the court uses its own private key d to
sign M »; and Mg; .
SG,, =m, mod N,

fori=1ton
SG, =m,,"mod N

According  to  the member

codes IDg; which gets from the IDy , the

family

court store the corresponding signatures and
information (mreq N SGC N MWi” 5 SGWI“)

2.7. Apply for death certificate phase

After the applicant has died, family members
submit the applicant’s relevant information to the
hospital in application for the certificate of death. After
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the hospital has verified the information, the certificate
of death would be given to the family members. The
procedures of applying for a certificate of death are
shown in Figure 5.

2

o
it

L g, = U0y By iDg)
SGCit, = p Py, )

Hospital(H)

Folks(F)

('minfo 2 SGinfo )

Certym 3. Cortyyy = SuliDyl| my, | time

a‘m&)
_ — /
Figure 5. The scenarios of applying for death
certificate phase.

Stepl: When the applicant died, the family members
propose related information of the applicant

(for example identification number ID, , birth
date BiI’A) and family member’s identification
code IDg; to makea m

info *

minfoz(IDA‘ BirA” IDx;)

The folks use his/her private key to sign M, ¢,
SGinro = Ski(Myye)

And then sends (M., ,SG,,;,) to the hospital

to ask for death certificate.

After receiving the signature from family
members, the hospital uses the public key of
family member to verify the correct of
signature

VFi(SGinfo) z m

Step3: Once the above verification is correct, the
hospital use its private key to issue the death

Step2:

inf 0

certificate which includes hospital code ID, ,
applicant’s personal information mjys, and death
time timedeath

Certyean = Sy (IDy ” m | time ean )

inf0|

And then sends Certyy, to the i family

members.

2.8. Decrypt the will ciphertext phase

Family members submit the certificate of death to
the court to request for the will of the applicant. The
court verifies identities of family members then returns
the contents of the will with the approval signature to
the i" family members, family members use the
parameter previously received from the applicant to
decrypt the will plaintext, receiving their own will
plaintexts. The procedures for decrypting the will
plaintext are shown in Figure 6.
Stepl: The folks use the court’s public key to encrypt

the death certification Certy,, . the
applicant’s identification number 1D, and

his/her own identification code IDp; .

Creq = Ec(IDy4, IDg;, Certyeny )
Afterward, use the hash
compute h(Creq s IDFi) , and uses folk’s

function to

private key to make signature.
SGeert = SFi(h(Creq ,IDg))

Moreover, sends (IDg;,C,qq,SGeer) to the court

to request for applying the stored escrow will.
Step2: Once receiving the folk’s application, the court
uses its private key to decrypt the related

messages.

(1D, IDg;, Certye,) = D (C

The court also uses the public key of family
member to verify the correct of signature.

VFi (SGcert) 2 h(C IDFi)

Moreover, the court checks family member’s

req )

req °

code IDg; , verifies whether 1D, is in court’s

database or not. If it is true, then uses the public
key of the hospital to verify the death
certificate. If the above verifications are all
correct, then return the court’s signature

(SG Ai > SG Fi » M will » SGWI” ) to the ith famlly
member.

Step3: The folks use the applicant’s public key to
verify the received signature.

Va(SGyin) 2 M

Then use court’s public key to verify
sign’s correct.

will
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Folks(F)
9

i Crew =E (D, iDs Cert )
S = H(k(cre\g Y)Y

e

(IDF! E] Creg El SGcer! )

=

Court(C)

&A

2. D 1D Coart ) = D0
ValSG.,) 1 A(C.,. IDg)
Check (1D, IDg) whether store

in database
Verify Carig,. valdity

3 VEGu 1 My
ValSGy) T mg
VelSGe) 7 g <

!G:(SGAJ.,SGH e, )

o

Figure 6. The scenarios of decrypting will text phase

V.(SG,)
V. (SGy,)

m

Ai

m fori=1lton

Fi

o 1l -~

Then uses (Y;,a,#) which is sent by applicant
and self-selected X; by initial phase to decrypt
)*mod N_ .The

derivations are described as follows:

SG :(SGAi :SGFi ayiaxi:aaﬂ)

the designated will (m

willi

$G =5G," SG,.” mod N,
=m,)" (m,)  mod N
=(m,,,"H)* (M)’ mod N,
=m,, """ mod N
= (M,g)" mod N,

So, the i™ family member can use the court’s
public key e to get the escrow will which is stored

in court database (SG)®mod Ng =myy; - Due
to the Mt with the court’s
signature SG = (m,;,)" mod Ne » Thus the

designated will is legal.

3. Analyses and discussions

In this section, we will discuss the system
requirements proposed in section one separately. First
of all, we discuss that needs to reach these five security
requirements below with the cryptography view:

(1) Completeness.
(2) Verifiability.
(3) Unforgeability.
(4) Non-repudiation.
(5) Privacy.
Thereafter we analysis common attack models, the
practicability of the analysis system and terms of the
cost question again of ours finally.

3.1. Security analyses

3.1.1. Analysis of completeness

In the discussion on completeness, we can use the
following verification formula to verify whether the
whole will has been forged in the process of
transmission.

will

VA(SG) 2 M

Any modification of M 4 can be detected, and

signal transmission between different roles in each
phase relies on signature mechanisms to meet the
security requirement of completeness.

3.1.2. Analysis of verifiability

We explore the discussion on verifiability from the
perspective of signatures. In every phase, when the
applicant signs one’s own application and sends the
request to someone else, the other side must be able to
first verify accuracy of signature value; this portion is
divided into four portions for discussion:

1. In the registration phase: the applicant creates an
application  request using one’s  own

information SG,oq =S, (M, ) , the accuracy of

which can be verified by the court
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VA(SGreq) Z mreq'

2. In the will to deliver and store phase: the
applicant calculates the secret text of the will,
and signs it SG,;, =S,(M ;) , the accuracy of
which can be
VaSGyi) 2 My

verified by the court

3. Apply for death certificate phase: family
members proposes partial information of the
applicant and combines with one’s own ID,
creating one piece of information, and uses the
private key signature of family

members SGj ;o =Sg(My,o) - then the

1
hospital can verify accuracy of the signature
valueV; (SGy o) 2 m

4. Decrypt the will text phase: the applicant sends
the encrypted will to the court, then the court
uses its private key to sign.

info *

SG, = mAid mod N
SG, =m., mod N,

After family members receive secret text of the
will, they can verify accuracy of the court’s
signature.

V.(SG,)
V.(SG,,)

} fori=1lton

m
m

Ai
fori=1ton

212

Fi

3.1.3. Analysis of unforgeability

In the discussion on unforgeability, we divide the
explanation into the court’s perspective and the family
members’ perspective.

1. For the court, it cannot forge content of the trust
will, because contents of the will have been
encrypted by the applicant after calculation, so
the court cannot see the content of the will text.

Ymod N,
“mod N

Also enclosing applicant's stamped signature of
this escrow testament on the testament, the court

My =M

i willi

Mg =M

i T willi

fori=1ton

can't join anyone's identity code ID to in 1Dy at
will either, because M, includes 1Dy , if

whole testament M, is altered, stamped

signature value SG;; will be followed to change.

SGwiII = SA(M will)

2. For family members, they cannot change the
content of the will text after receiving it, because
the applicant has made calculations using related
parameters to designate which family members
would receive the will; the designated contents of
the will cannot be forged.

“"mod N,
“mod N

Because the will has the court’s signature value,
family members cannot forge a counterfeit will
text.

My =M

i willi
m

} fori=1ton
=m

Fi willi

SG,, =m, mod N

d fori=1ton
SGg =mg; mod N

3.1.4. Analysis of non-repudiation

The non-repudiation means one party is requested
to provide related proof (such as digital signature) to
the other party, which cannot be maliciously denied by
the other party. In current applications, digital
signatures are used to resolve the non-repudiation issue.
In this section, we will explain how our structure
fulfills demands of non-repudiation at every phase, the
explanation is as follows:

(1) Non-repudiation in the registration phase:

In this phase, non-repudiation is achieved. In Table
1, we illustrate the non-repudiation proofs during this
phase.

Table 1. Non-repudiation in the registration phase

Non-repudiation |Evidence |Evidence Verification
Evidence Issuer Holder Equation
(mreq , SGreq) Applicant | Court (C) VA(SGreq) Z Myeq

A)

Court (C) | Applicant |V (SG.) ? m
(rnreq’seb) (A) c( c) = req

1. Since the Count received and verified the
Applicant’s signature SGyeq, the Applicant cannot
deny this registration.

2. Once the Court sends the application signature
SG¢ to applicant, the court cannot deny this

transaction.

(2) Non-repudiation in the will to deliver and store
phase:
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In this phase, non-repudiation is achieved. In Table
2, we illustrate the non-repudiation proofs during this
phase.

Table 2. Non-repudiation in the will to deliver and
store phase

Non-repudiation |Evidence |Evidence Verification

Evidence Issuer Holder Equation
(M, SGc) | Applsant | Court(©)} Ve(3Ge) 2 Moo

(M will 2 SGWi” ) Apl()isant COUI‘t (C) V A(SGwiII) Z M will

1. Once the receiving the application for will
deliver, the court can verify whether the
applicant already registration or not.

2. When court received the applicant signature, the
applicant cannot deny this transaction in the will
to deliver and store phase.

(3) Non-repudiation in the apply for death certificate
phase:

In this phase, non-repudiation is achieved. In Table
3, we illustrate the non-repudiation proofs during this
phase. When hospital receive the folk’s request
signature value SG the folk cannot deny this

info »

transaction in the apply for death certificate phase.

Table 3. Non-repudiation in the apply for death
certificate phase

Non-repudiation |Evidence |Evidence Verification
Evidence Issuer Holder Equation
(m.,,SG,,,) Folks(F) | Hospital |Vi(SG,p) ? My
n! n! (H) =

(4) Non-repudiation in the decryption will text phase:

In this phase, non-repudiation is achieved. In Table
4, we illustrate the non-repudiation proofs during this
phase.

Table 4. Non-repudiation in the decryption will

text phase
Non-repudiation |Evidence |Evidence Verification
Evidence Issuer Holder Equation
(N(Ceqs 155),SGer) | Folks(F) | Court(C) | Vri(SGeert)

Z h(Creq ’ IDFi)

(m,.m,.5G,.5G, | Court(C) m

Ai

Applicant {Vc (S,)
m

@) Ve(Sn)

ISR IEES)

Fi

1. Since the court received and verified the folks’

will ciphertext signature SG the folks cannot

cret »
deny this request in the decryption will text
phase.

2. When every folk receive the court signature
value (SG,j,SGg;) on the will, the court

cannot deny this transaction in the decryption
will text phase.

3.1.5. Analysis of privacy

In this protocol, we added a security mechanism
which based on discrete logarithm problem to encrypt
the will text before transmitting to the court.

"mod N,
Fi " mOd N Fi

In this paper, even a third party (court) is involved
to store and forward the will to each folk, it needs not
to worry that the contents will be disclosed. The will
text is secure and protected one’s privacy. Furthermore,
only if folk has the secret parameter which is given by
the applicant before dying and along with the folk’s

My = My,

fori=1ton

m. =m

willi

self-selected parameter X; to be able to access the will

text. Thus, the privacy is protected throughout the
entire process.

3.1.6. Analysis of attack patterns
(1) Attack by loss of death certificate:

If the death certificate applied for by family
members using their identity code |Dp; to the hospital
has been lost or stolen, even though the thief could
obtain the applicant’s identity code 1D, and family

member’s identity code 1D, and send it to the court

along with the certificate of death, pretending to be a
family member to apply for ciphertext of the will, this
would not happen in our protocol, because family
members need to use their own secret keys to sign the
application = request C ( include the

req
| DA ) IDFi scertdeath )
Creq = EC (IDA 5 IDFi s Certdeath)

SGcert = SFi (h(Creq ] IDFi ))

After the court has received it, they can use the family
member’s public key to verify accuracy of the
signature.

VFi(SG ) 2 h(Creq’ IDFi)

cert
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Here, our protocol adds the signature step, the main
purpose of which is to prevent the problem of lost or
stolen certificates of death. In this way, even though
one has all related information and the certificate of
death, without the secret key of family members for
signature purposes, the court can detect illegality, thus
one cannot receive the corresponding ciphertext of the
will and signature.

(2) Internal attack:

In order to achieve the goals of will completeness
and privacy described above, even though we save and
transmit contents of the will through a third authority
for the applicant, we are still concerned that there may
be some internal attack within the authority institution.
In our design, we added a security mechanism based
on discrete logarithm problem. In it, the applicant first
uses related parameters to calculate will text so that it
becomes encrypted.

— yl
My =My mod N, .
% fori=1ton
Mg = My mod N
Without  obtaining the secret parameter

(X, i, @, ), no one can know contents of the will

(of course this includes the members within the
authority institution). This ensures security against
internal attack.

(3) Impersonate attack:

In this protocol, if one family member knows that
other family members may receive more assets and
want to assume the identity of other family members, it
would be impossible. In the related parameters given to
each family member by the applicant, except for the
most important y;, which is different, the other related
parameters (&, f) to decrypt the will text are the

same.

C
C

=E,, (Header,,,ID.,1D,.,y,,a, )
= EFz(Headeriu 5 IDc P IDA Y, va’ﬁ)

secl

sec2

C... =E..(Header,,ID.,ID,.y, .o, )

secn
After ensuring that each family member has his
own Y, , it is necessary to return each family member’s

self-selected X; to the applicant, and after the applicant
is certain that related parameters have been
received, X; and y; are used to calculate ciphertext of

the will.

Y“mod N,
“mod N

Since every family member has different secret

Mai = M fori=1ton
Mg =M

i willi

parameter X; , the escrow will signature can only be

obtained SG = (mwi”i)d mod N, if one also has
the parameters from the applicant Y; ,& , 3.

SG =SG,,“ SG.” mod N,
=(m,H" (") mod N,
= (M) (M, ") mod N
=m,, ‘""" mod N,
=(m,,)" mod N,

Thus, attacks that involve pretending to be other
family members would not work.

(4) Man-in-the-middle attack:

In our protocol, if someone wants to steal
information or transmit false information, signatures to
others during the transmission processes, due to the
entire transmission processes with verifiability and
non-repudiation, thus the man-in-the-middle attacks
cannot occur in our protocol. It enhances the security
of online escrow will.

3.2. Discussion on practicality

The escrow will design in this paper can easily be
applied to service on the World Wide Web. Our
method allows living wills to be applied to existing
online service protocols with security, practicality, and
efficiency. The applicant can also go online at any time
and place to entrust contents of the will. Unlike the
paper wills we mentioned before, online wills can help
save costs for lawyers and witnesses. Based on the
basic premise of legal efficiency, the online escrow
will system we propose is fast, convenient, and simple,
and fulfills the needs and goal of practicality.

4. Conclusion

In our times, the internet is widely used; many
online service systems have been proposed. In turn, the
disadvantages of paper services have been found. This
paper uses mechanisms such as digital signature, the
encryption and decryption of public key, and
certificates to achieve the security needs of
completeness, verifiability, unforgeability, non-
repudiation, and privacy, and can prevent various types
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of attack patterns. The private online escrows will

system in our proposal is enhanced in that our protocol

is practical, and can lower costs and increase efficiency.

In summary of the above, our protocol makes the

following contributions:

B Can prevent family disputes resulting from fighting
over the estate.

B As an online escrow will, it decreases costs and
increases usage efficiency.

B Privacy considerations are protected by powerful
security mechanisms, which can withstand various
types of attack.

B Convenient preservation, the authority institution

would save and transmit the will, meeting the
function of the escrow will.

B Improves on the disadvantages of paper and meets
various security requirements.
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