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Abstract

Due to the quick development of the
internet and low of prices in storage, there
are numerous websites to provide users with
free space of storage for some commercial
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purpose. Most users upload files with
encryption type. This will induce an interest
issue: how to search for a keyword on the
encrypted file.

Up to now, there are no practicable
schemes to perform searching on the
encrypted file. They all meet the same
difficult problem that the keywords searched
have been usually destroyed while the files
are encrypted. The troublesome problem
comes from the employ of the block cipher.
In this paper, to overcome the difficulty, we
adopt the stream cipher to implement such a
searching system. Some strategy would be
raised for efficiency of search. We also
enhance the security of the stream cipher by
introducing the permutation. Finally, we
show the proof of security about our
proposed stream cipher by means of
probability.
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