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Abstract

In this paper we are interesting in hiding
data in a binary image. The hidden data can be
easily to be embedding in a binary image and to
be extracting without using the origina image. In
steganography area many authors usually embed
the binary datainto the boundary of the objectsin
an image to avoid the distortion. They flip or
mark a pixel that is an embedded pixel with a
complicate set of look-up tables. We proposed a

simple and imperceptible data hiding method that
uses the chessboard distance transformation by
erosion operation of mathematical morphology to
find the embedding location without using a
complicate set of look-up tables. We divide the
cover image into small non-overlapping 3 by 3
blocks images. We just flip or mark the
embedding location, the center of the block,
which has at least one and no more than eight
smallest distances to the outside boundary. The
hidden data are first transferred into a bit stream,
shuffled them by a pseudo-random generator then
embedded in the location that set up by the
distance transformation. We simply read the
center of each non-overlapping 3 by 3 embedding
candidate block to extract the embedded data
Then we use the same pseudo-random generator
to shuffle back the order to find the origina
secret data. The experiment results show our
method is ssimple and quite imperceptible.

Keywords: data hiding, steganography, binary
image, distance transform, imperceptible

1.Introduction

Data hiding or watermarking techniques are
widely discussed and applied in digital media
area. Data hiding or called steganography is
embedding the secret data into the cover objects.
In this paper we are interested in the cover object
isabinary image. It is more difficult to hide data
into a binary image since the representation of a
binary image is only one bit, i.e. 0 or 1. Most
previous works on data hiding are using the color
and grayscale images in which the pixels have a
large range of values. Since we focus on using
the binary image as a cover image, here we only
mention several methods have been proposed for
hiding data in binary image in literature
[1],[7],[10]-[15]. Some authors dea with the
watermark embedded in binary [4]-[6]. The
technique of imperceptible watermark is similar
with data hiding. Many authors use the properties
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of the halftones to handl e the perceptible problem
during processing the embedding secret data into
a binary image. Halftone depends on the human
visual system like a low-pass filter. It is
expressing an impression of shades of grayscale
by the appropriate dot density and dot size
[2],[3].[9]. We proposed a simple and
imperceptible hiding method that uses the
chesshoard distance transformation by recursive
erosion operation of mathematical morphology to
find the embedding location without using a
complicate set of look-up tables. In paper [8] they
propose two new Euclidean distance
transformations to reduce the computation of
traditional methods. They apply the two-scan
recursive morphological erosions to perform the
chessboard distance transformation to find the
distance from the boundary of an object.
Although this paper is concerning the Euclidean
distance transformation, it also offers us a good
chessboard distance transformation. It would be
easy to find the embedded locations by using this
distance transformation.

We category the reference papers as three
groups and introduce their proposed methods.
Firstly, the cover image is binary image. In [1],
Chen et a. use a block data hiding scheme to
partition a cover image into 4 by 4 blocks. After
that for each 4 by 4 block is repartitioned into
four 3 by 3 overlapping sub-blocks to calculate
the data hiding location. Although Liu et al. [7]
concerning with grayscale cover image, the
authors handle it as a binary image. They firstly,
pixels of cover mage are grouped according to
themselves luminance values. Then the
occurrence of pixel-values in each group is
counted and sorted in monotone increasing.
Finaly a bit plane-wise data hiding method is
used to hide data in cover image. They use
specia codes to embed into the blocks of cover
images and verified to achieve the authentication
in Tzeng and Tsai [10]. To avoid to be detected
in embedded images is done by generating the
codes randomly and locate them into randomly
selected |ocations in the image blocks. According
to the pixel values replacement in embedding, it
is accomplished by alowing multiple locations
for embedding the codes. Tseng and Pan [11]
proposed a steganography scheme to hide critical
information in a cover binary image. The scheme
sacrifices some hiding space to maintain high
quality of cover image, but it still has good data
hiding rate. They present a simple and high
capacity binary steganography, Wang and Chang
[12]. They divide the cover image into uniform

and non-uniform blocks. Many authors develop
the embedding with flip and not flip. In this paper
they add marking the location to be embedding
locations. These won’t change any bit to extend
the capacity of hiding places. Wu and Liu [14]
consider the flippable pixels and use the
block-based relationship to embed more data
without causing visible artifacts. They shuffle the
data before embedding to increase the embedding
capacity from region to region. Their method
doesn’t need the original image to extract the
hidden data. Yang and Kot [15], they use the
noise of compression patterns by smoothing with
a 5 by 5 neighborhood. They claim it has a good
capacity and preserve the imperceptible.
Secondly, the similar technique of data hiding,
watermarking, is discussed in Kim and Afif [4],
they propose an authentication watermarking by
self toggling (to embed one bit to enforce it be
either black or white). It is similar to the data
hiding by sef toggling. Applying a
pseudo-random number generator generates a set
of locations in cover image with exclusive-or to
find the fingerprint of a secret image to be
embedded into cover image. Lu et a. [5][6], they
blur the original image first, divide into 8 by 8
blocks biased binarization, using a threshold to
give 0 or 1, with error correcting code encoding
to embed the watermark. They apply DCT to find
the DC components with the non-uniform 8 by 8
block identification to locate the embedding
places. They blur the binary cover image into a
gray level image as a pre-processing and a
post-processing by binarizing the image after
embedding into a binary image. The third part is
considering the cover image is halftone image.
Fu and Au [2] propose data hiding smart pair
toggling to hide data by forced complementary
toggling at pseudo-random locations within a
halftone image. The complementary pixels are
chosen to minimize the chance of forming
visually undesirable clusters. They show their
method can hide a large amount of hidden data
while maintaining good visual quality. The
authors propose the method by using conjugate
error diffusion to hide invisible patterns in two or
more error diffused halftone images [3]. Those
hidden patterns would become visible on the
halftone images when they are overlaid. A binary
visual pattern is hidden in two halftone images by
applying Conjugate Error Diffusion. Sherry and
Savakis [9] propose the data hiding cell parity
(DHCP) works in the parity domain instead of
individual pixels. They use data hiding mask
toggling (DHMT) works by encoding two bits in
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the 2x2 neighborhood of a pseudorandom
location. Dispersed Pseudorandom Generator
takes place before halftoning that achieved better
visual results. Wang[13] applies the modified
digital halftoning techniques to embedding
information inside a binary image. Two modified
ordered dithering and modified multiscale error
diffusion in digital halftoning techniques are
proposed.

This paper is organized as follows. In section 2
we discuss our proposed method that includes
how to embed the secret data into a cover image
and extract these embedded data from this
marked cover image. Section 3 then gives several
computer experiment results and comments.
Findly, in the conclusion we summarize our
major results and outline our future work.

2.Proposed Method

The procedure of embedding datain a binary
cover image is describing as follows. First we
transfer the secret data into a bit stream. Then the
bit stream is shuffled by using a pseudo-random
generator (PRNG). We use distance transform to
find the chessboard distance map of cover image
and divide the cover image into 3 by 3
non-overlapping blocks then decide the
embedding location with above two conditions.
We place the 0’s or 1’sin the center of the 3 by 3
blocks according to the shuffled secret data bit
stream. After embedding all bit stream data we
obtain the marked cover image, or so called
stego-image. This is done for the embedding
procedure. The extraction procedure is simply to
find the 3 by 3 non-overlapping blocks of the
stego-image with the same condition in
embedding step. We collect the 0’s or 1’s of the
center of these possible 3 by 3 non-overlapping
blocks with embedded data to get a bit stream.
Then we apply the same PRNG to shuffled back
the bit stream to get the original secret data. Next
we are going to describe the distance
transformation, embedding and extracting
algorithmin detail -

2.1 Distance Transformation

A Distance Transformation (DT) converts a
binary image to another image in which pixel
value is the distance from this pixel to the nearest
nonzero pixel of the binary image. The distance
transform of an image sets each pixel in the
image to a new value. This new value is set to be

the minimum distance of that pixel to an edge in
the original image. In [8] Shih and Yang apply
the chessboard distance (d8) transformation by
erosion operation of mathematical morphology.
They use a 3 by 3 template g to process the
erosion with the cover image C. Fig. 1 shows the
template g, and Fig. 2 show the Distance
Transformation (DT) agorithm of the iterative
erosion of theimage C with template g.

-1 -1 -1
g=/-1 0 -1
-1 -1 -1

Fig. 1. the erosion of template g

DT Algorithm
C : the binary cover image where the pixels of

object are 1’s and the pixels of background
are0’s.
g : thetemplateasin Fig. 1
D8 old, D8 new : the chessboard distance,
D8 oldisthe chesshoard distance of one iteration
before D8_new.
(2) Initial : D8 old=C* oo
D8 new=0
(2) Do
D8 new=D8 old © g
Until (D8 new = D8 old)
where the © means the erosion operation
(3) Output D8 _new
Fig. 2the DT agorithm

We show an simple example of chessboard
distancein Fig. 3.
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(a) abinary image |
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0O 0 01 1 1 1 1

0O 0 0O 0O OO 0O
(b) the chessboard distance of (a)

Fig. 3 an example of chessboard distance

0
0

2.2 Embedding Algorithm

The main idea of the proposed embedding
agorithm is to maintain the perceptual of cover
image. This algorithm generally embeds the
secret data in the boundaries of objects. These
changes are less distortion for the cover image.
Thus we use the DT dgorithm to find the
chessboard distance of the cover image. Since we
will embed the 0’s or 1’s and we don’t know
whether the center pixel of the 3 by 3
non-overlapping block in the qualification
embedding blocks sequenceis O or 1. If we want
to embed a O, and the center pixel of the current
candidate embedding block is 0, we do nothing.
If the center pixel is1, weflipit as0. That means
whether the center pixel is 0 or 1, we just place
thebitis O or 1 that we want to embed.

A qualification embedding 3 by 3 block has at
least one 1’s of chessboard distance and no more
than eight 1's. We consider the chessboard
distance of cover image will be changed after
embedding the secret data. If the pixel is 1 and
embedding a 0, this will dlightly change the
chesshoard distance of stego-image. Thus we
look the chesshoard distance 2 as 1. Please see
Fig. 4. If the 3 by 3 block has one 1 or eight 1’s,
we remove the isolated pixel and fill the hole
with 1 for extraction problem. Fig. 5 shows two
excluding cases. This would be easly to
digtinguish between the changed or unchanged
during the 3 by 3 block has two or seven 1’s.

0O 0 0O 0O OOO OO
0 1.1 1 1 0 0 0 O
0 1 1 1 1 1 1 1 O
0 1 1 1 1 1 1 1 O
0 1.1 3 3 3 1 1 O
0 1 1 1 1 3 1 1 O
0 1 1 1 1 1 1 1 O
0O 0 01 1 1 1 1 0
0O 0 0O OO OO OO
The modified d8 of Fig. 3 (b)
Fig. 4 an example of modified D8
0O 0 O 1 1 1
0O 1 O 1 0 1
0O 0 O 1 1 1
(a) onel (b) eight 1’s

Fig. 5 Two specia conditions of d8

The overall embedding algorithm is shown
in Fig. 6 asfollows.

Embedding Algorithm
C: the binary cover image where the pixels of
object are 1’s and the pixels of background
are0’s.anditssizeismby n
ST : the binary cover image where the secret
data have been embedded
Data * the secret data(image)
D8  the chessboard distance of C'
MDS - the modified chessboard distance of D8
Wit the 3 by 3 dliding window with upper left
corner is(i, j) coordinatein MD8
(1) ST=C; D8=DT(C),
(2) Modified D8 to MD8
(3) Transfer the Data as a bit stream and use a
PRNG to shuffle Data
(4) Fori=1tomstep 3
Forj=1tonstep 3
If Wijhas at least one 1’s of d8 and no
more than eight 1’s of d8 which are
corresponding to ST, then the center of
Wij, i.e. the stego-image of ST(i+1, j+1)
= current embedding bit of Data
end
end
(5) Output the stego-image ST
Fig. 6. Proposed Embedding Algorithm

We also use the simple example in Fig. 3 to
demonstrate the embedding algorithm in Fig. 7.
This example also is the worst case to embed,
since the bit streamis00 10010 0. All center
pixels of the embedding candidate blocks will be
changed. The mean sgquare error of this example
i50.0988. The center of the middie block in Fig.7
(a) meansit is not an embedding place.

0O 0 0|0 O 0|0 O O
o [0]1 |1 [0]o |o [L]o
0O 1 1)1 1 1|1 1 O
0 1 1/1 1 1|12 1 O
o [0]1 |3 Bd3 |1 [0]o
0O 1 1)1 1 3|1 1 O
0 1 11 1 1{1 1 O
o [LJo |1 [J1 |1 []o
0O 0 0]0 0O 0|0 O O
(a) the embedded bit in each center of

3 by 3 non-overlapping blocks
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cNololoNoNololoRe)
ORRPRFRORRFROO
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OCORRRPRRRLROO
ORRPRRRRLPRFRPROO
ORRPRRRPRRRLROO
OCORRORRRLRO
cNoloNoNoNololoRe)

(b) the stego-image(marked image)
Fig. 7 an example of stego-image

2.3 Extraction Algorithm

The extraction agorithm is quite simple.
When the dliding window moves from upper left
corner to lower right corner, we just collect the
center pixels of the embedding candidate blocks
to get a bit stream and use PRNG to shuffle back
to get the original secret data.

Extraction Algorithm

ST : a binary cover image where the secret data
have been embedded

Data : the secret data(image)

D& - the chessboard distance of ST

MDS - the modified chessboard distance of D&

Wit the 3 by 3 dliding window with upper left

corner is (i, j) coordinatein MD8

(1) D8 =DT(ST),
(2) Modified D8 to MD8
(3) Fori=1tomstep 3
Forj=ltonstep 3
If Wij has at least one 1’s of d8 and no
more than eight 1’s of d8 which are
corresponding to ST, then we collect the
center of Wi; and save in Data, i.e. we
collect the stego-image of ST(i+1,
jt+1l)and save in Data
end
end
(4) Use the PRNG which is the same as in
embedding algorithm to shuffle back Data
(5) Output the extraction secret data Data
Fig. 8. Proposed Extraction Algorithm

We follow the example in Fig. 7 to use the
extraction agorithm to extract the embedded
secret data. Fig. 9 shows the results.

ooo
L OO
o)
=)
R, OO
L OO
R, OO
=)
ooo

o 11 2 2 2 1 1 O
O 01 2 3 2 1 0 O
o011 2 2 2 1 1 O
0 1.1 1 1 1 1 1 O
010 1 0 1 1 0 O
0O 0 0O 0O 0O OO 0 O

(a) the d8 map of Fig. 7 (b),

i.e. the d8 of the stego-image
0O 0 00 O O|O0O O O
o[0]1|2]o]o |0 0
0 1 1]1 1 1|1 1 O
o 1 112 1 141 1 O
ofo]J1|1 3 1|1[o0]o
0 1 1]2 1 1)1 1 O
0 1 11 1 1|1 1 O
o [iJ0 |1 [0]1 |1 [o]o
0O 0 0]0 0 O]JO 0 ©

(b) the sliding window only move to
middle block that is not a candidate
Fig.9 an example to extract the secret data

The following figure shows flow-chart of

the proposed embedding and extraction
algorithms.
embedding extraction
Secret data Cover S imee
Binary Image €go Imag
bits stream Compute Compute
ds ds
Shutleback | __y, EMBED EXTRACT
by PRNG
Stego image Shuttle back
D by PRNG
Secret data

B

Fig. 10 flow-chart of the proposed embedding
and extraction algorithms
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3.Experiment Results

We test our proposed method with severa
popular images that many authors like to use.
Table 1 demonstrates those sizes, embedding
capacities, and the mean square error. The mean
square error is

Zj;(stego_i mage; —cover _image;)’ (3.).

mxn

MSE =

The testing secret data is a logo of Hsuan
Chuang University which sizeis 30 by 30 in Fig.
11. Thislogo consists of 3600 bits.

Fig. 11. the logo of Hsuan Chuang University

According to the computer experiments we
find the “Peppers” has the least capacity. It
should have to many large area of all whites or
al blacks. Actualy we may understand the
maximum capacity should be 1/9, due to for each
3 by 3 block we place at most one bitinit.

Table 1. the M SE and capacity of cover images

Cover image Capacity(bits) MSE
Peppers Max : 3377 40.6079 0.000155
512 x 512 not enough 40.6079 0.000155
Baboon Max : 14488 84.9647 0.000324
512 x 512 Logo : 3600 42.3438 0.000162
English Max : 6333 40.3980 0.000144
560 x 500 Logo : 3600 41.9047 0.000150
Chinese Max : 22546 99.0858 0.000161
Newspaper
640 x 980 Logo : 3600 42.5323 0.000069
Calligraphy Max : 10562 71.0704 0.000147
655 x 735 Logo : 3600 42.5441 0.000088
Mouse Max : 5140 51.0294 0.000141
512 x 704 Logo : 3600 42,5911 0.000118

(a) Origina image
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(b) Stego-i mage
Fig. 12 Peppers

(@) Original image

:

(c) Stego-l mage with M ax data
Fig. 13 Baboon
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(c) Stego-image with Max data
Fig. 17 mouse

4.Conclusions

A simple novel and imperceptible data

hiding method is proposed. We use the recursive
erosion operation of mathematical morphology to
find the chessboard distance of the cover image.
By using the properties of chessboard distance
we may check whether each 3 by 3 block is a
good hiding place or not. We set up the
embedding locations without using a complicate
look-up tables. We also find it can embed data up
to /9. It is an excdlent capacity of a binary
cover image. For the security consideration we
use the PRNG to scramble the secret data before
embedding. The future works we may shift the
one or two rows, one or two column to be the
starting pixel to divide the cover image into 3 by
3 non-overlapping blocks. We may also reverse
embedding O by 1 to reduce the MSE. We can
compare these modified methods with the
smallest MSE to get a better stego-image with the
smallest distortion.
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