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Abstract

With the rapid growth of Internet,
malicious attacks are getting more numerous
and menacing. Distributed denial-of-service
(DDoS) attacks are different from most other
attacks, because they are not targeted at
gaining access to information systems. These
attacks focus on making a service
unavailable for normal use, which is typically
accomplished by exhausting some resource
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limitation on the network or within an
operating system or application. This attack
interferes with trading online and causes the
damages to the business. Therefore,
establishing  efficient  detecting  and
preventing schemes will become the main
concern for the business.

General flood DDoS detecting schemes
can't prevent attacks by legal users, and it
can't backup immediately crashed servers,
either. Therefore, this thesis proposes a
multi-agent structure to integrate three
protection schemes. The first is based on
elliptic curve public key cryptosystems to

authenticate users. The second is the
protection scheme of the service port
transformation, which servers still can

operate normally even if being attacked by
numerous abnormal packets. The third is the
backup scheme. When the agent finds out
flood DDoS attacks crash the servers, the
backup scheme will start on to notice the
near hosts to backup the crashed host.

In summary, this study is based on three
schemes to develop a practical system, which
still can provide services normally and also
have the ability to backup hosts immediately
even if they are attacked by flood DDoS.
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Algorithm Notation

HE F;JL/‘”’ L

packets_income() : i A AhER 31

packets_income(type) © H i
SYN ACK : #a 14 SYN+ACK
packets_income{num) : i A ¢, A
ECC_Scheme() : il éh i 282 F
packets_income(address) ©
TransPort() + {45 R4 4 3)
port_num : Ji#% B

pass(packets_income) © 447 5 R 2
adddb()  F Hidoth

Algorithm : Filtering the packefs
Input : IncomingPackets

Ouput : NormalfncomingPackets

while(packets )

1

2 ifl(packets_income(type)==SYN_ACK))&é&(packets_income(num)>=50))
3 ECC_Scheme(packets_income(address))

4 else if{(packets_imcome(num)>=50))

5 TransPort(port_num)

6 endif

T else

8 pass(packets_income)

9 endif

10 if(ECC_Scheme(packets_income(address)==FALSE))
11 adddb(packets_income(address)

12 endif
13 endwhile
14 End

Rl 3.4 Eipisdliah 2
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Algorithm Notation

AR
HARE K]
Bk A GRS
Sendagent(alarm) * BT AHE B 408
ServerReceive © B JAEf L
ServerEnempt() © Tk L b 7l B 5
Newport + # #9/ f5 35 1

random() * i HifL 4
ECC_Scheme_Encrpt() © #[il# & 4 M &4 k3
ServerSend() : TRFE £ #0855 & B
ClientReceive % P ki A
pass(packets_income) * HATIAHE
ClientDeerpt() : 5 5 st 5 G

packets_income() :
packets_income(pu) °

Sendagent() !

Algorithm : TransferPort

Input : InconungPackets  Quput © GeftingNewPort

I while(packets_income )

2 iff(packets income(num)>=50))

3 ServerReceive=Sendagent(alarm)

4 ServerClose(port)

b] ServerEncrpt((Newport==randon()))
6 ServerStart(Newport)

7 ClientReceive =ServerSend(ECC_Scheme_Encipt(Newport= =random())))
8 eke

9 pass(packets_mcome())

0 endif

1 endwhile

12 ClienfDectpt(ClientReceive)
13 End

B 3.7 #E#IRIFHE ERH]F Y E
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Algorithm SelectBackupHost

Step 2 Until
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Step 5 else
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end
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Algorithm: SelectBackupHost (at 1)
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2 application terminate
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FARIERE T R

cids;
5 BackupHost = J
6 else
s

7 BackupHost = @53
8 endif
9 endif

2.0 45 NI A BT RLAG R B 2
1 Receive BAgent

ria.
2 If receive a R SR

2007 International Conference on Advanced Information Technologies (AIT)



2007 & FRp RIEET f e A

BhgHED
Terminating Backup application
3 else
Backup //# 7 # #1 i¥
Create and Send confirmation //i¥ Fx3nit &
4 end
F] ERe
#HE
kA o BT F 4R AT (BAgent’ | .

= 3T =

FELIP AEBRFRIBFLEY - 7

spup v ip P55

ABEFEANITAC PE - 7 UE
3 % (SelectBackupHost) 5% 5 % i % d

3 EE hRARY RAERIC
Fivemonppe 0%y g
map s e pe arnen
AR 0E S 7 0 Aok BT P El IR
— s L g 4 -
Am oI TRLRRL T URER
EaiEFE IRl -

% 2L 5 4FH

AEE A S NI A U fE

R AL £ 2T e
B AR T S R

iﬁ’-*}&ﬁ; T B B R H A PRI
Wl BRRIAE FE T o Bil B KRBT

F A T PE > NI A T ATARIT A HSOE
B Ed LL"TéWPE” RIS SUL N SN
LTI PRI TCHE o AR #-A 41 ¢ AT
Bl % 20 3 42 0 Bl L ek 2
F)IER - WL g o
41 = >H 7

dr AR SR > B A

Flo 3B &4 as % k4o iRl > Tt
AT TR }_-:]%‘A}—ﬁ o
(1) I(‘%t‘ﬂzﬁi/zﬁ’*r» :é*ﬁmléﬁm

B F D4 xi P R A58
ZKP #ri%#s > m Hor e 2B 0 2 &

ECDL # OWHF 18t/ it fdotf sl im
Toood - B2 FIER A L FE o E g
jfﬁfiﬁ SLAL B IR o Blde o & 0h B AR eh
%*%”*Tﬁf%’%a’%@ﬁﬁﬁ%%
2oR® % e~ 4 1 R4 OWHF PF R AT iR
(2) I’(%t_k?’i, 2 B tH g W 'ﬁ?ﬁ‘f‘%SI

Yo % @ik 5 si=with(xi|[li)(mod n) %

BT nf iy sio A F i ARy
’“ﬁ AIIp PPEATA hixic RHF 2R FHA
2. OWHF 22 ECDL %)t/ -

(3) I{‘%ﬁjjﬂ.,zﬁ‘]—: B ,,u\:‘ NN mf%SSA

,J e mfﬁ SSA "’%#Eﬁ‘f};@;m %PSA
IR T BB GEE R m - $E%T g
F AN PR ERY B4 R F’ A ?I(ﬁ't'k-@

JéLPSA VB E D SSA @ iR E_ AP AR Y
% & % ECDL FI¥tR& o ¥ *h > i@ * Frp
FEEL? > sSA TR SBckivTiRE s 2 HE
> A > ECDL F3p& o F]ob > At FEp R
T kY S sSA R-E R EE OB T
FE Ok
(4) 3% >% % Level 3

GEd et R P s RiEE A
}leéq"'ﬂ#%pl’vll} D PE P kP
mf%ﬁaﬁ?ﬁ»ﬁz? [ 4% > F]E ﬂ‘ﬁﬂ ;H:'*B
B A L - B 5 S S R l%lgmp i
T ER/RFET /AR F R
I A gq\ﬂ °

(5) & > eic/fE 2154
P s g B TR S S R AT
SR TR R R A A

LL<‘;

W m s s d RS B C 2 G

AtE AP o

42 *FE g .»,tmﬁmbgw,,\ﬁ

(1) BR e sk é*%%ﬁﬁﬁ% %
?ﬁ%“jﬁl‘f@’ﬁﬁﬁ*d’?'}% E N B
He 2z £l A VRABELI 5T
# o

(2 Z 3 AEBFF AT EES - %

,73]%}}"—%‘?12-]"} ,“’u%y_léwﬂu? PN
r¢H°*“ﬁwfw%ﬁu§

() Bk FF L AP TBIES - BRE
,é}.ﬁ]‘ﬁ %#?%ﬁ"%}ﬂr’ﬂ‘l%?'ﬁlz
Foom i ki AFE AT ER S Bd y -
TR PRAR R 4] > BT RGE L2 @
’*—ﬁx’(? o

(4) HIEH) 0 F h s T Bk pE o KT
Fods g Z fAE P BT G oum iR i
A ELZ_E (T o

EISPRNIRSIE 1o g A S SRR - e d ]
eSIE A R R

%drd 4.1 #5 -

2007 International Conference on Advanced Information Technologies (AIT)



2007 # Frf R BEFRE § i A

% 4.1 4] ik
Ex | =7 g | &
#e || | Rv | #
¥ | Rk —*Ff 7T ¥
¥ | # ]
Schulba, o X X X
Krsul, &
Kuhn,
1997
[31]
Schulba et o 0 X X
al., 1997
[31]
Douligeris o X X X
et al.,
2004[12]
Chen et X o X X
al.,
2006[9]
Kargl et o X X X
al.,
2001[19]
Chen, o o X X
2004[8]
7 o ;’L“ o) o) o) o)

ol VIFETH/ L TH > XL B RFUTHR 2 T

RFEG -t 5 ¢ ARk RATR Y 2 R
BRI E > A 520°¢ e rgivarg 2 fhAd
RO 0 5.3 ¢ P TRk ALz M ITILAR
Bofs i 5.4 ¢ TR X 2 AT o

5.1 fegeRlz#a &

#-r2 NS2(Network Simulator - Version 2)
g1 29 a4l L1 RS 2R
EFABERRLT>FHTFAFEH 2[26] B 4.1
& NS2 %45 Bl¥ OTcl 52 &% RER RE
- 384 hscript language © @ OTel 2 7 ,T}u{
28 H & Tcl 2 1 <5 Object-Oriented 15 #74 ¥
% ¢7o & Event Scheduler f= Network Component
TR A& F 1 CHAT R I ok enficie o NS
BT AR PR A R o Ao A 1.2
) 0P ik B 4 FTP FER cni@ il » 2 2.0 4) ¢

=R ﬁi%][26] » 7% 97 Event Scheduler 3%
% o % % Network Component B|Z_ NS ¥
Agent (TCP ~ UDP...) ~ Traffic Generator (FTP ~
CBR..) » C++Ed &k Al 2 4 7 NS e iz
FFFE o (8 Telel 5 i OTcl 2 CHenff e

Ewvent Scheduler I
Telel =
OTel =
0
—
=
=1
Tl =
=

Cr+4

NS Architecture

W 5.1 NS2 % 4

52 HH REARE
AR AT F 2 T E R e o A A
TR NCERTS

% 5.1 AR
e

Microsoft Visual

UNES

Version 6.0
Studio C++

Version 2
Version 4.3.2
SP2

Network Simulator
PSPad
Windows XP

% 52 FRWHEF
IR iyt R

HF
Pentium-D-830 3.0G
512MB
200GB7200 #/8M /

CPU
RAM
HD

S-ATA /i &

10/100/1000
Base-TX Ethernet
LAN

Network

53 kS iTiiAR

d St fcEE a1 £ § 0 Linux T 5 ¢ o2

2007 International Conference on Advanced Information Technologies (AIT)



2007 # Frf R BEFRE § i A

Xwindow /i & T3> # b E e T
s o SIE2 AR g RN G o 1Y
THRA G AL TR 2] B AT
AT
(1) # 5 PRIxH 5

BAEIL G PR F P R A
PEE: 50 Bate < [ pro ¢ pbed
¥ ATPRIEBILAL B L 2 A PRI B T
SPRIFEBE > Bl 42 ¢ VARG E A
AN B B S R ATIRIA R 0 B P
AT AW B EE k2L > T AU fER
ST T 2 BB 5 ATHPRIA B ECE o H 3 (TRl

T A

B 52 7 5 A& NS2 endfivé £ AR T
Cygwin T & # 7 4 % 4 % 4p 4 ns
transport.tcl > 42 ;% #-& 37 50 4o F1 ) Bl 97T o
ARG ERTAPRIIB LGS P R B
THE A R R (S MR 3T IR
5.5 & 5001 -

TN A BESIRIEFH T
w0 B 53¢ 0 FIERT & fcd Xwindow 2 4p
£ startxwin - B] 5.4 ¢ > #rE4=k LT A
# % ns routing.tcl °

‘q cod “/test

5 startxyin.pa
fsrartywin.hat - Starting on Windous NI/2000/KF/2603

giiis) FT0TIET B X sl
B 5.3 & #5 PRAxHASH

@XX&QTHM

AUOFIEPRET

—d‘iiﬁ#. ATOeIeEY AT QR o | £8 ;
Bl 54 RiEFAHF

TXX48 T

BB 55 YRR/ EIRAELE R
wooom Bl 5.6 ¢ BT MRS IR
123 R HFEAIRIEE > LR 5T P 3§
HF RIS HI P  B-€ &2.29 FpE R
B ¥ BRI o

2007 International Conference on Advanced Information Technologies (AIT)



2007 # Frf R BEFRE § i A

‘Xm'nnlmm D@@
‘ﬂ! Views  falysis | otuan \‘
“ « 4 1 L \ .mm‘shvlﬁfﬂ,, ‘
&

=

: -

J — —

Lo ™y [ TR
i

)

Biia) " T0TeeE 7 & v X X e QX2 renx

Bl 55 & 43t ine

N um el 7]
b Yews atyis i

S C . _l_; L3 m.!uur-_m_
=

>

@ @ .
)

dram

dmwm
il TS VoAU & va | X- [R X WEErRT AXA8 TEen

Bl 5.6 H (FEMIRIEHE

e Vs el ]
" 4 ] » [ 2rmemy Sy e

L:

o

-]

anm

diran
B/ VOTEET™ e |y | X- [N X LPEETRET QX498 508

B 5.7 AR ¥ PRI

Q) w484

MTRAE R ZfE B S8 A RGETA
B2 L ﬁg_,_p,“ » A & Xwindow T iddp 4
ns backup.tcl DV #-§5 ) X p}‘ﬁﬁ%ﬁ.&r?} 5.9
Rl FAUVEER T T I S SEE
BB d & 0§ A 3BT FACR 511 AR
501 ¢ 15812358 iBiRenda &7
S SERLE S ﬂsua;%zf%aﬁﬁkﬁ
#‘]omf—ltgt%m Z B 513> ’}}&5WKII
B B 5147 344> "W’&éﬂ%#;%}ﬁﬁf
(6% L5 ¥ (S4cB 5.15 971 o

N e

QX8 rre

i) VA VOREED T 01 |0 |4 & L AETReT
5.8 **ifwﬁa&ﬁ% e

2007 International Conference on Advanced Information Technologies (AIT)



2007 # FAFREFFSE i > B

5.4 048 4 b i 4% 48 41

B S.01 443 s

2007 International Conference on Advanced Information Technologies (AIT)



2007 # FipLHBEET R £

il TS voreeT & | x- [N X Bl YA Ak OXX19 Thma
B 515 A4 54pmm ¥
6. B#H
d kN AR R B R T

WHlEEARILEZ i"? » TP A
II?;[(E@.&E*J&,} r’l’]?é?nfjm s T Lﬂ\ﬁﬂ"é"‘"
DA AR A o S
P AIERIY R EKTHA AL RRER
w’*ﬁir/zf'} v H = E ‘—;-/Zl%?’&II‘gtB% B
Rl A RIS ] 0 T F EE R ‘F'f £
F e SR B T LS RIS
MO R EIRIE o Bts 5 RS 0 F A
%%ﬁ§ﬁ’@ﬂﬁg4gﬂ%ﬁw1%,j
TEFE AR DA PTERE o 2aE S
B ASFUE kSN /v\ FIRFE T o

d M7 % a7 A t“if;é_}‘f

FE A AL K PN 2 HOPRAR I B Y B
”ﬁ}ﬁ%{: e B epE T A By 0 T2 R
RIS PRIETVRE G By APk
TP 2 A Rl AT IR

d 3P a0 @44 § IP Trace Back >

k)

B TIL ER S i BB 3 m
e FIRAFH AT REAEARRE S KR
Begsal o Ly I]’pih%z— [ AR+ 1 ?FRZZ‘II
'§ o

®H

AP EREL AL EFT T E F NSC
94-2219-E-212-001 F 8% » 4yt R P+

54 %
[1]He45 B (2004) o 3§ * >t R B * PIREB 1L
ak l,,\‘f{ -\ Fe e Pﬁij};(‘§7 PN ,/5'_‘:% K o
B of 48 TR s R R AL

/‘? ’—TTﬂ'F’o o

[2]% Fs& ~ £ & £(2003) > * T RIL A 04K
FL R G PRI~ B ALY 2
BrRERE > €k 0 | 349-360 -

[3]CERT Statistical Weaknesses in TCP/IP Initial
Sequence Numbers, from
http://www.cert.org/stats/index.html

[4]CERT/CC Statistics (1988-2006). Retrieved
May 19, 2006, from
http://www.cert.org/stats/cert_stats.html

[5]Barros, C., A proposal for ICMP trace back
messages, Internet Draft. from
http://www.research.att.com/lists/ietfitrace/20
00/09/msg00044. html, Sept 18, 2000.

[6]Burch H., & Cheswick H. (2000). Tracing
anonymous packets to their approximate
source. in Proc. USENIX Conference, (pp.
319-327)

[7]Caelli, W., Dawson, E., & Rea, S., (1999). PKI,

elliptic curve cryptography and digital
signatures. Computer & Security, 18(1),
47-66.

[8]Chen, L., Longstaff, T., & Carley, K. (2004).
Characterization of defense mechanisms
against distributed denial of service attacks,
Computers & Security, 23(8), 665-678.

[9]Chen, S., Tang, Y., & Du,W. (2006). Stateful
DDoS attacks and targeted filtering. Journal
of Network and Computer Applications,
(Accepted).

[10]Chen, S., & Song, Q. (2005).
Perimeter-Based Defense against High
Bandwidth DDoS Attacks. IEEE Transactions
on Parallel and Distributed Systems, 16(7),
784-799.

[11]Cubaleska B., & Schneider M. (2002).
Detecting DoS attacks in mobile agent
systems and using trust policies for their
prevention. The 6th World Multiconference on

Systemics Cybernetics and Informatics, (pp.
421-434).

[12]Douligeris, C., & Mitrokotsa, A., (2004).
DDoS attacks and defense mechanisms:
classification and state-of-the-art. Computer
Networks, 44(5), 643-666.

[13]ElGamal T., (1985). A public key
cryptosystem and a signature scheme based
on discrete logarithms. IEEE Transactions on
Information Theory, 31(4), 469-472.

[14]Ferguson, P., & Senie, D., (2000). Network
ingress filtering: Defeating denial of service
attacks which employ IP source address
spoofing agreements performance monitoring,

2007 International Conference on Advanced Information Technologies (AIT)



2007 # Frf R BEFRE § i A

RFC 2827.

[15]Habib, M., Hefeeda, & Bhargava, B., (2003).
Detecting service violations and DoS attacks.
in Proc. Network and Distributed System
Security Symposium (NDSS '03), San Diego.

[16]Jansen, W. (2002). Intrusion detection with

mobile agents. Computer Communications,
25(15), 1392-1401.

[17])Jurisic, & Menezes, A.J., (1997). Elliptic
curves and cryptography. Dr. Dobb s Journal,
(pp. 26-35).

[18]Kenney, Malachi, Ping of Death, January
1997, Available from
http://www.insecure.org/sploits/ping-o-death.
html

[19]Kargl, F. Maier, J. Schlott, & Weber, S.,
(2001). Michael Protecting Web Servers from
Distributed Denial of Service Attacks. In

Proceedings International wWww
Conference(10), (pp. 150-162).
[20]Koblitz, N., (1987). Elliptic curve

cryptosystems. Mathematics of Computation,
48(17), 203-209.

[21]Kemmerer R., & Vigna G., (2002). Intrusion
Detection: A Brief History and Overview.
1EEE Computer Special Issue on Security and
Privacy, (pp. 27-30).

[22]Mirkovic J., Martin J., & Reiher P., (2001). A
Taxonomy of DDoS Attacks and DDoS
Defense Mechanism. UCLA CSD Technical
Report CSD-TR-020018.

[23]Mell, P., Marks, D., & McLarnon, M., (2000).

A denial-of-service  resistant  intrusion
detection architecture. Computer Networks,
34(7), 641-658.

[24Mirkovic J., Prier G., & Reiher P., Attacking
DDoS at the source. Proceedings of ICNP
2002, (pp. 312-321).

[25]Miu, K. N., Chiang, H. D., & McNulty, R. J.,
(2000). Multi-Tier Service Restoration
Through Network Reconfiguration and
Capacitor Control for Large-Scale Radial
Distribution Networks. [EEE Trans. on
Power Systems, 15(3), 1001-1007.

[26]McCanne S., Floyd S., NS-2 Network
Simulator from
http://www.isi.edu/nsnam/ns.hml.

[27Miller., V.S. (1986). Use of elliptic curves in
cryptography. Advances in
Cryptology:Crypto’85, Springer-Verlag, (pp.
417-426).

[28]National Bureau of Standards, (1977). Data

encryption standard. Federal Information
Processing Standards Publication FIPS PUB
46 U.S. Department of Commerce.

[29]Park K., & Lee H.,(2004) . A proactive
approach to distributed DoS attack prevention
using route-based packet filtering. in Proc.
ACM SIGCOMM, (pp. 124-136).

[30]Snoeren, C., Patridge, L ., Sanchez, C., Jones,
F., & Tchakountio, B., Schwartz, et al., (2002).
Single-packet 1P  trace back. [EEE
Transaction on Networking, (pp. 721-755).

[31]Schulba 1., Krsu, & Kuhn M., (1997).
Analysis of a Denial of Service Attack on
TCP. Proceedings of the 1997 IEEE
Symposium on Security and Privacy,
(451-468).

[32]Spafford, C., (2000). Intrusion detection
using  autonomous  agents. Computer
Networks, 34(4), 547-570.

[33]Savage, S., Wetherall, D., Karlin, A., &
Anderson, T., (2001). Network support for IP
trace back. [EEE/ACM Transaction on
Networking, 9(3), 226-237.

[34]Steels, L., (1995). When are robots intelligent

autonomous agents?. Journal of Robotics and
Autonomous Systems, 15(1-2), 3-9.

[35]Shakshuki, E., Luo, Z., & Gong, J., (2005).
An agent-based approach to security service.
Journal of Network and  Computer
Applications, 28(2), 183-208.

[36]Schnorr C.P., (1990). Efficient identification
and signatures for smart cards, Advances in
Cryptology: Crypto’89, Springer-Verlag, (pp.
339-351).

[37]Tsaur, W. J., (2005). Several Security
Schemes Constructed Using ECC-Based
Self-Certified Key Cryptosystems. Applied

Mathematics and Computation, 168(1),
447-464.
[38]Vanstone, S., (1977). Elliptic Curve

Cryptosystem-The Answer to Strong, Fast
Public-key  Cryptography for  Securing
Constrained Environments. Elsevier
Information Securtiy Technical Report, 2(2),
78-87.

[39]Wang, Y., Behera, S., Wong, J., G., Helmer,
V., Honavar, L., Miller, Lutz, R., &
Slagell, M., (2006). Towards the automatic
generation of mobile agents for distributed
intrusion detection system. Journal of
Systems and Software, 79(1), 1-14.

2007 International Conference on Advanced Information Technologies (AIT)



