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deal with Exception situation
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get next random bit
get next table number
end while
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get first table number and random bit
while there are bits need to be extracted
if table number != 0 and random bit is 1
if table number is 31
extracted bitis 0
else if table number is odd/even
extracted bit is 1/0
get next random bit
get next table number

TR S R fRAG P T RF

L R oo

bR T S fRAR P S BT
oo Bt L B A EIEE R BEiF
50 A &g A4t £ wlen FE_F] 5 R o
FREF RGeS ERT R F gL
Fom AL RESRBM U RIRT > % 3
B R E RS PREOSERE DR BT
MM FPETE R DR E > i RGO
R P s RES

Foobo R e nd E AR Y P B AL
% ¢h MP3 %45 B —LAME [14] i& {7 %k P& »
VIR %% 8HzZ-MP3 i A#H m B A
S ﬂﬁﬁﬁiﬁ%ﬁ%ﬁﬁg BT S B

BRI AT Py FPREOLE -
6.5

©F7 MP3Stegoshf a2 ¢ » A
TFB}? B - BETS 5 X —fl p{%@ﬁﬂﬁnﬁ ¢
g chE A g & m%%ﬁiiyﬁz\ R @
R L S E g S R A ARE L L E

E’”‘“:}Eéf G A AR Y ST ER
ih kb o Bl FMFALE F S T
q% %ﬂﬁkﬂ&iﬁéJ ¥ E R gk
LA
M D et 2 o RO P B ERR G
«me%awo%wﬂWﬁ$??ﬂ%ﬁ
g o & B~ enF L ea 5 8 MP3Stego
- FZBIE X R EALBRE
AT I @ P AP F faeh 2 4 10 MP3Stego

end while g H P AR B3 LR B IRl
44100 Hz~ 16 bit PCM 2 H #g i i£ 74
-+ ’ﬁﬁ‘zg}_‘a‘ﬁlﬁ”‘%}"& fé‘%‘\ﬂ‘*‘%i‘ﬂ:uxi
5?'% F?;‘%ﬁ’l‘%ﬁ’;}iﬂ 7 A& MP3 Ft&f«?‘j‘“m%ﬁq
ﬁj? ’}" Al‘i o
F oSk TIT A F AR LR R
MP3Stegoi i > @ F %+ MP3Stego:srifz ;¢ B
T34 8HZ-MP3 [2] 4 MP3 %48 % 245 9 PR
e A
=B B g Y ;
W& SRILE 5 Intel(R) Pentium(R) M [1] Isof/iec international standard is 11172-3.

processor 1.70GHz %% 7§ 5 & 424 Fig. 7
7 IR 3 BB Az e Fig. 8e ¥ % il L5
g;@wav%é}\mmm;}%’ﬁgp\mﬁﬁc E
141 =R jeihe 4o B F 53 Ak 4p M ?

Information Technology - Coding of Moving

Pictures and Associated Audio for Digital
Storage Media at up to about 1.5 Mbits/s -
Part 3: Audio, 1993.

Mgkt Tab. 5 & f’“ri%ﬂ@ﬁvﬁ;ﬁé et [2]8Hz. 8hz-mp3. http://www.8hz.com/mp3/,
@ﬁ&ﬁm.&ﬁﬁﬁvumﬁﬁm@%%ﬁ 2002.

[3] Anderson, R. J., and Petitcolas, F. A. P. On the

2007 Conference on Advanced Information Technob{fdT)



2007 Frflitp g A

limits of steganographylEEE Journal of  Digital audio Coded
Selected Areasin Communications 16, 4 (May ~ Sigmal (PCM) — —
1998), 474-481. Special issue on copyright ¢ Cosinl o %‘;;“::}‘;:;‘ﬂ., Eacadiag or) "0
privacy protection. T

[4] Baliler, W. wbstego. oy hioac onte
http://wbstego.wbailer.com/, 2004. model

[5]Brandenburg, K., and Popp, H. Angjg 1. 1ypical MPEG-1 Layer-3 Encoder
introduction to mpeg layer, 2003. Flowchart.

[6] Chang, T. Y. Research and implementation of
mp3 encoding algorithm. Distortion Coed

Digital audio 32 576 | control loop audio

http://140.130.175.70/pdf2/90nctu0591009. psisnt sy _subbands e | o signal

f 2002 mk MDCT rﬂtﬂI::,;l‘ﬂ’] % EI:::::; Bltsrream
[7] Collomosse, J. Blindside cryptographic tool !T‘,-"'?.?i‘,‘.gl, J '—wmmk
http://www.mirrors.wiretapped.net/security/st o : i
eganography/blindside/, 2001.

[8] D. Eastlake, r., and Jones, P. Us secure hash
algorithm 1 (shal), 2001.

[9] Fraunhofer-IIS. Audio and multimedia
realtime systems mp3: Mpeg audio layer-3Fig. 3: Typical MPEG-1 Layer-3 Bitstream
http://www.iis.fraunhofer.de/amm/techinf/laye Structure.
r3/, 2006.

[10] Johnson, N. F., and Jajodia, S. Steganalyq Header CRC  |Side_Information [ Main_Data
of images created using current steganograpl, G2 | (0. 16bits) | (136,256 bits) | (ot fix)
software.Lecture Notes in Computer Science  Fig. 4: Typical MPEG-1 Layer-3 Frame Data
1525 (1998), 273-289. Structure.

[11] Katzenbeisser, S., and Petitcolas, F. A., Ed
Information Hidi ng Techni ques for Secalefactor Huffman codes of 576 frequency lines

Psych
model

g. 2: An MPEG-1 Layer-3 Encoder.

Frame 1|Frame 2|Frame 3|Frame 4

n

Seganography and Digital Watermarking. regiom 0| regtont Jecglond] . S
Artech House, Inc., Norwood, MA, USA,
2000 = big_value =Pl count_l-pid zero_region -

@ part2_length Ppj———— partd length ——————p

[12] Kwan, M. Gif colourmap steganography.
http://www.darkside.com.au/gifshuffle/, 2003.

[13] Kwan, M. Snow. Fig. 5: Main_Data For A Granule.
http://www.darkside.com.au/snow/, 2006.

[14] LAME. Lame aint an mp3 encoder. B""“"“’“-D:lﬁ‘:fr':f;f—-[ Toverse ]
http://lame.sourceforge.net/index.php, 2006. Fig. 6: MPEG-1 Layer-3 Decoder Flowchart
[15] Latham, A. Jphide and jpseek.
http://linux01.gwdg.de/alatham/stego.html, st Sy sty SR
1999. PEG*I layer 1I1. mono Ps;yc]\naﬁ::itignzt:ﬂ::‘.; AT&T

(e part2_3_length ————

“syega_hb.mp3*"

[16] Mangarae, A.  Steganography = M
http://WWW.ZOﬂG-h.Ofg/, 2006. F|g 7: Encodmg examp|e
[17] Petitcolas, F. A P. Mp3stego.
http://www.petitcolas.net/fabien/steganogray sty st S ———
y/mp3steg0/ 2006 1?:?:"';;:;2:2;0 extract hidden information. Output: svega_hb.mp3.txt
[18] Vatolin, D., and Petrov, O. Msu stegovideoFig- 8: Decoding example.
http://compression.ru/video/stego ideo/index
n.html, 2006.

2007 Conference on Advanced Information Technob{fdT)



2007 FRFHBE E > A

Tab. 1: 32 Huffman tables for big_value Tab. 3: decode table for big_value
region [6]
Embed bit Embed bit
Index Maximum Index Maximum Linbits Taple Taple
Value Value Index| it 1 | pito | M| Bit1 | bito
0 0 16 16 1 0 i i 16 17 16
1 ! 17 18 2 1 1 2 17 17 18
2 2 18 22 3 2 3 2 18 19 18
3 2 19 30 4 3 3 6 19 19 | 20
4 not used 20 78 6 4 i ] 20 21 20
° 3 21 270 8 5 5 6 21 21 22
6 3 22 1038 10 5 . 5 29 23 29
7 5 23 8206 13 . . 8 23 23 31
8 ° 24 30 4 8 9 8 24 25 24
o ° 25 40 ° 9 9 10 25 25 26
10 ! 26 8 6 10 11 10 26 27 26
1 ! 27 142 ! 11 11 12 27 27 28
12 ! 28 270 8 12 13 12 28 29 28
13 15 29 526 9 13| 13| 16 | 20 | 20 | 30
14 | notused 30 2062 11 14 ] i 30 23 30
15 15 31 8206 13 15 15 | 16 | 31 | 23 | a1
SRR CE[B
Tab. 2: 2 Huffman tables for count_1 * e BT 19 AR
region T
Index | M&XIMUM| ey | Maximum Tab. 4: decode table for count_1
Value Value
Index bit 1 bit 0
32 33 32
33 33 32

SRR T
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Tab. 5: experiment audio files

: Time | File Sample
IES:X Length Size ?\;[I?)rr?g _Il?atz Rate
(sec) | (MB) P (H2)

1 20 1.73| Mono| wav | 44100

2 24 4,18 | Stereg wav | 44100

3 267 | 44.9|Stereg wav | 44100

Tab. 6: experiment result of audio files

Our Steganographic Method implementatior

STEGO Non-STEGO
IFéIIe EncodingDecodind Encoding Decoding
NAEX" Time Time Time Time
(sec) (sec) (sec) (sec)
1 6 3 6 3
2 20 5 19 5
3 228 81 199 81
Other MP3 Encoder/Decoder
General MP3
MP3Stego Encoder/Decoder,
File LAME 3.89

Index| Encoding Decoding EncodingDecoding
Time Time Time Time
(sec) (sec) (sec) (sec)

1 6 3 2 2
2 20 5 3 2
3 - - 28 4
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