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Abstract

Data mining techniques have been exercised
in many applications. Nevertheless, the mining
process also may cause threats to the invasion of
privacy. Health examination records contain
private information and should be protected
during the mining process. For some small or
medium scaled medical institutes, the mining
task can be outsourced to achieve the goal of
analysis without having to installing the high-cost
mining facilities. In this case, the privacy data for
outsourcing should be adequately provided to
prevent sensitive data from being exposed in
advance. In this paper, we focus on the problem
of outsourcing association rule mining of
healthcare data while preserving the privacy of
sensitive data. The original private data is assured
not to be inferred from the released mining
database. The proposed approach is to transform
the original data into a masked form based on the
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replacement of question-marks with the
consideration of normal distributions of sensitive
itemsets. In addition, two performance metrics
are performed to evaluate the efficiency of our
approach. The experimental results show that our
method minimizes the cost of missing patterns
while producing no artificial patterns for best
privacy preserving of association rule mining.

Keywords: Data Mining, Association Rule,
Privacy Preserving, Blocking Technique, Health
Examination.
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